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Cross-sectoral review of group-wide identification and
management of risk concentrations

l. Introduction

Overview and related Joint Forum work

This paper builds upon prior work conducted by Joint Forum working groups in the area of
risk integration and aggregation' and aims to explore the progress that financial
conglomerates have made in identifying, measuring, and managing risk concentrations on a
firm-wide basis and across the major risks to which the firm is exposed.

In December 1999, the Joint Forum published its Risk Concentrations Principles,? which
provided supervisors with principles for ensuring through the regulatory and supervisory
process the prudent management and control of risk concentrations in financial
conglomerates. In November 2001, the Joint Forum published Risk Management Practices
and Regulatory Capital: Cross-Sectoral Comparison. This report noted a trend towards
convergence of sectoral approaches to risk management and capital, while remaining neutral
as to the extent to whichsuch convergence would increase
August 2003 publication, Trends in risk integration and aggregation, observed two important
trends: (i) a greater emphasis on the management of risk on an integrated firm-wide basis;
and (ii) related efforts to aggregate risks through mathematical risk models. However, the
2003 paper noted that firms varied considerably in the practical extent to which important risk
management decisions were centralised and that risk aggregation methods were in the early
stages of development.

This paper expands on the previous reports and explores the extent to which financial
conglomerates active in two or more of the banking, securities, and insurance sectors
currently identify and manage risk concentrations at the firm-wide level and how current and
emerging risk techniques, including stress testing and scenario analyses®, are employed to
identify potential concentrations.

The Joint Forum conducted two different surveys during the course of its work: the first
survey was for members of the working group® and drew on views from 15 supervisory
bodies across 10 countries. The responses to this survey provided an overview of the current
supervisory guidance and requirements regarding risk concentrations. The survey also

t

h e

elicited the membersdé6 knowledge of the qualita

management of risk concentrations by financial conglomerates under their supervision. The

Previous Joint Forum documents have described an
in place management policies and procedures that are designed to help ensure an awareness of, and
accountability for, the risks taken throughout the financial firm, and also to develop the tools needed to
address those risks. o This is distinguished from

develop quantitative risk measur es t hat incorporate multiple types

descriptions, we view risk aggregation as a point in time process - often additive - while we see risk integration
as a dynamic process designed to capture interrelationships across risk factors both quantitatively and
qualitatively.

Joint Forum publications are available at http://www.bis.org.

Throughout this report, unless otherwise indicated, we adopt the widest possible definition of both the terms

ri sk

or

S

integr a

ac
(0]

O6stress tesnamigd amal ysicsd and make no special distinctio

See Annex on page 35.

Cross-sectoral review of group-wide identification and management of risk concentrations 1



second survey was directed at 18 financial conglomerates likely to have a firm-wide
approach to identifying and managing risk concentrations. It was conducted through
interviews with the selected firms during the last quarter of 2006 and first quarter of 2007,
and focused on measurement, second order effects, risk mitigation, scenario analysis and
stress testing.

Working definitions of risk concentrations

For the purposes of this reportishyhmeteretetbiheni t i on
following elements:

1 Risk concentrations refer to exposures with the potential to produce: (i) losses large
enough to threaten a financi al institutiondt
operations; or (ii) a material <change in an
1 Risk concentrations are viewed in the context of single or closely related drivers of

risk that may have different impacts on a conglomerate that must then be integrated
in assessing the overall risk exposure of the group.

1 Ri sk concentrations may arise i n -bmlanceongl o me
sheet items, or through the execution or processing of transactions.

This working definition of Airi sk concentrations
may arise within or across different risk categories throughout the financial conglomerate.

We distinguish this from the narrower concept of concentrated risk exposure(s) within a

specific risk category: for instance, typical examples of concentration risk within credit risk

are single name and sector concentration risk.

The report notes that few conglomerates have a single, firm-wide definition of a risk

concentration. When asked to define a group-wide level risk concentration, most firms will
instead discuss the benefits obtained from diversification.

Cross-sectoral review of group-wide identification and management of risk concentrations



Il. Key observations

Joint Forum notes that the bulk of the work undertaken in compiling this report took place
before the market turmoil in the latter half of 2007. Specific comments on these events are
set out in the boxes on pages 13 and 32 but the report is focused on the management of risk
concentrations more generally.

The Joint Forum notes that risk concentrations at most financial conglomerates are still
chiefly identified, measured and managed within separate risk categories and within
business lines. For instance, credit exposures are considered within banking business units,
catastrophe risk concentrations within an insurance business unit and so on. We
characterise this as 6ésilo management 6.

Despite this being the predominant practice, some financial conglomerates are striving for a
mor e 6 h o riei acoosstriskl dategdry) view of risk concentrations as it becomes
increasingly clear that risk concentrations may arise from interrelated exposures across risk
categories. These groups have started to develop management tools to acquire relevant data
across the group and present it to senior cross-group risk management committees.

The first step within groups taking this approach is typically the creation of a risk
management structure with an overview and responsibility for the group as a whole. (Such a
structure is illustrated on page 19.) This step can yield immediate benefits with a modest
investment in sophisticated risk measurement tools. For instance, the working group has
seen an appreciation of the extent to which common exposures net out and, in addition, an
appreciation of the extent to which diversification increases across a broader group. For
example, interest rate risk between banking and insurance operations tend to off-set one
another naturally whereas equity risks are positively correlated and benefit only from
diversification effects.

One sophisticated method that many groups have embarked on is developing and
embedding economic capital model frameworks across their enterprises®. These approaches
can improve the consistency of risk identification, but can also lead groups to focus more
heavily on perceived benefits of diversification rather than identification of concentrations.

Against this background of increasing group wide risk management organisation structures
and the search for a common measurement methodology to support greater integration, the
working group have seen a significant growth in risk transfer markets over the last few years
which have made the effort even more complex.

Such developments while allowing effective mitigation of risk concentrations can at times
give rise to 6newd exposures or risk combi

1 Exposure to adverse developments in market liquidity conditions
Exposures to asset pipelines or warehousing

Exposures to new (institutional) counterparties (eg hedge funds)
Legal or reputational risks leading to buy-back decisions

Basis risks not previously recognised

= =4 =4 —a =4

Frequency or terms on which insurance or reinsurance contracts are altered

°®  See page 22
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1 Cash government collateral being replaced by other assets, in which concentrations
might exist that are hard to capture and measure.

Even without such developments, there are
considered in a comprehensive approach for identifying risk concentrations. By second order
effect s the report means indirect effects t

economic or financial market conditions, from a shock or change in policy. This can be within
a risk category or from contagion from one risk category to another risk category. An
example of a second order effect would be the additional loss arising from the inability of a
group to liquidate some assets following a sharp decline in the value of those assets.
Another example would be the additional losses from declines in the value holdings of bonds
issued by airlines companies due to an increase in oil prices. Another would be the additional
losses incurred by the increase in lapse rates on insurance policies due to a change in
interest rate movements. It is also important to consider how risk mitigation approaches play
out under stressful market conditions.

It is impossible for this report to compile a comprehensive list of such possible interactions,
but the Joint Forum is strongly of the view that such hidden risk concentrations are best
identified and managed through stress testing and scenario analysis. Hence a principal
observation made is that groups should invest meaningful time in contemplation of such
extreme scenarios and exploring unlikely connections between risks.

As a counter-balance to the view taken above, some groups argue that economic capital
models do capture such second order effects, albeit that this might only be done through
making slightly more prudent correlation assumptions within a model, which may not reveal
the risks of more extreme events in a scenario. Also, some groups point out that there can be
a heavy cost to establishing group-wide scenario stress tests which are difficult to integrate
into day to day management processes in a systematic manner.

The report makes two other broad observations: first, when compared with other risk types,
the management of liquidity risk tends not to be as well integrated in a scheme of cross risk
analysis (probably because it is not measured in the same way as other risks); and second,
insurance-led conglomerates seem to be somewhat more experienced in undertaking the
design of integrated cross risk scenario analysis, perhaps because the nature of insurance
business risks, particularly in the property and casualty business, are less readily amenable
to linear analysis.

Cross-sectoral review of group-wide identification and management of risk concentrations
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[I. Silo risk management structures, using traditional approaches

The risk management at financial conglomerates tends to be structured in silos according to
the risk category; the greatest degree of identification and management of risk
concentrations, therefore, tends to occur within a given silo.

Risk category silo structures

Most conglomerates mainly define risk concentrations with reference to exposures resulting
from their predominant business activities. The personnel, processes and systems used by
financial conglomerates to identify, measure, and manage these major risks are largely
grouped by the respective distinct risk categories, eg credit, market, insurance and liquidity
risk. For example, firms seek to aggregate credit risk exposures arising from lending,
financing, and derivatives activities; market risk exposures arising from securities and
commodities trading; insurance risk exposures arising from policy underwriting;
funding/liquidity risk exposures arising from how financing is sourced; and, to varying
degrees, operational risk exposures arising from all business activities. This vertical
structuring of risk management is referred to he

Measures of concentration risk within a risk category are typically aggregated at the top of
the group either by model output (eg Value at Risk) or simple summation (eg adding up
notional or nominal credit exposures). Financial conglomerates that seek to identify,
measure, and manage risk concentrations as an additive to measuring concentration risk
generally have focused on adding different exposures but within a single risk category. The
most advanced techniques appear to be in measuring risk concentrations within the market
risk category. Some firms have developed techniques for identifying risk concentrations
involving exposures from two different silos, most commonly market and credit risk.

In general, the legal structure and distinct business units of the financial conglomerates are
becoming less of an impediment to the broad risk concentration management. For example,
many firms indicate that they are able to determine firm-wide measures of concentration risk
within the credit and market risk categories by aggregating exposures across all their legal
entitieg (regulated and non-regulated) and business units (banking, trading, and insurance
units).

Traditional risk management approaches

Financial conglomerates manage risk exposures that arise within the various risk category
silos using traditional approaches such as limit systems and internal reporting based on
nominal exposure amounts. The trend among many firms is now for firms to analyse
concentrated exposures more in terms of capital consumption, or marginal economic capital
contribution; hence, reporting and limit systems are thus increasingly being expressed in
terms of economic capital figures.” Moreover, the more traditional reporting and limit

Note, though, that there are jurisdictions where risk transfer between certain entities within a conglomerate is
restricted to protect depositors and limit the benefits provided by deposit insurance and access to central bank
funding. In these countries, disaggregated measures of risk provide important insight concerning where risk
resides within organisations. Managing risk in companies where intra-company risk transfer is limited requires
disaggregated measures of risk to accurately show the legal boundaries that have been established to limit
risk transfer.

Economic capital is discussed in more detail in Section VI.
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techniques that historically focused on identifying, measuring, and managing concentration
risk (ie risks within a single risk category) are now being adapted to manage risk
concentrations, generally using more developed risk methods and metrics such as economic
capital or earnings at risk.

Exposure limits are determined by management judgment as to the level of loss that could
arise from an exposure (as shown by the several risk measures) and that is commensurate
with the risk appetite of the firm. Generally (but not always), the tolerated loss level reflected
inthesel i mits is well below a | evel that wou
these measures implicitly recognise that earnings or reputational losses may have further
magnifying effects (eg market reactions) that could further affect their solvency levels or
liquidity positions. Certain management limits may also be established by using bottom-up
approaches where business units set expected levels of activity for a reporting period and
management determines limits relative to those anticipated amounts.

Firms often monitor exposures both against gross and net limits. The net limits provide
management with a view of exposure levels after adjusting for risk mitigation efforts. Risk
mitigation effects generally are recognised in risk exposure calculations, which results in
measures that are reported on a net basis after giving credit to acceptable collateral, netting
agreements, hedges, or reinsurance. However, consideration of how risk mitigation
approaches may play out under stressful market conditions (eg how holding less liquid
instruments as collateral could lead to potential additional exposures) is not explicitly
captured in most measures.

Summary of risk concentration management practices per risk category
Credit risk

Credit risk exposures arising from lending activities generally are measured on the basis of
notional amounts committed 8 either in absolute terms or relative to some other metric such
asshar ehol ded srd/oreaising ietcoyomic capital models. Credit risk exposures
residingintradi ng operations are generally captu
(eg by rating category). Some firms, depending on their management and reporting needs,
have not been aggregating the credit risk of trading book exposures with banking book
exposures on a firm-wide basis.

Most of the surveyed firms reported that they manage credit risk concentrations through the
use of various internal risk limits on exposures to particular obligor names, industry sectors
and sub-sectors, geographic regions and countries, and product types.

1 Obligor name exposures: Most groups look at single-name concentrations, by
aggregating exposures to a borrower and family of related entities,® especially for
large counterparties. Obligor exposures generally are measured by name using
notional amounts and mark-to-market values (usually net of offsetting positions and
collateral). Insurance-led groups measure concentrations of credit risk to re-insurers
by determining amounts recoverable relative to capital.

8  Single-name exposures for affiliates are usually defined based on legal and/or control relationships, with some

groups also looking at closely-related borrowers such as companies that do a very high share of business with
one another.

Cross-sectoral review of group-wide identification and management of risk concentrations

red

us



1 Industry sector exposures: Obligors that offer similar products or provide similar
services are grouped together.® Some firms may establish limits on certain credit
transactions for a particular industry such as project financing for shipping or energy
companies.

1 Geographic region and country exposures: Obligors are grouped based on
country and geographic location.

1 Counterparty limits: Similar to obligors, credit risk arising from trading
counterparties may be grouped by family, industry or country and may be measured
gross or net of collateral. Exposures to a specific counterparty may be measured in
nominal amounts and through potential future exposure models.

1 Product type exposures: Credit risk exposures may be grouped according to
product type. For example, real estate exposures may be grouped by collateral type:
apartments, single-family housing, office, industrial, retail, and hotels. Consumer
loan exposures are often grouped on the basis of loan and borrower characteristics
(eg subprime) or on loan-to-value (eg the amount of exposures with loan-to-value
ratios in excess of 90 percent) or debt servicing requirements-to-income ratios.

1 Securitised exposures: Credit risk exposures related to structured products are
grouped by tranche and notional amount. Lower exposure limits are assigned to
tranches with lower grades of credit ratings, eg on the S&P rating scale. A few firms
attempt t ot hseuagh é°épskuctaraddransactions. However, the
use of this approach is often hampered by a lack of information and/or system
constraints.

Market risk

Market risk exposures are commonly measured using value at risk (VaR) models, based on
potential loss, and other sensitivity measures. VaR calculations may be done both by asset
class (eg fixed income, equities, commodities and currencies) and, within asset classes, by
product type (eg corporate bonds, asset backed securities). Firms also use stress tests
based on market movements to measure market risk concentrations at the group level of the
firm. For some firms, these stress tests are conducted on a regular basis and the results
made a part of their weekly, monthly or quarterly risk report. At other firms, they are
conducted on an ad-hoc basis.

Interest rate sensitivity for fixed income products is commonly measured using techniques
such as DVO01,*" or VaR, often combined with limits, and traditional gap analysis. For non-
trading positions, interest rate risk concentrations are usually defined in terms of loss of
economic capital, with materiality measured using firm-wide evaluations of earnings- and
capital-at-risk under various interest rate scenarios. These could include parallel and non-
parallel rate shocks, maximum volatility, and sudden crises simulations. For mortgage
servicing rights, duration-based measures (such as net portfolio value of equity) are used to
identify and control exposures to interest rate fluctuations by determining the sensitivity of
asset and liability valuations to various interest rate scenarios.

As an example, industries in the United States are commonly defined by Standard Industrial Codes (SIC) or
North American Industrial Classification System (NAICS).

9 A look through approach entails assessing credit risk for each of the underlying assets in the structure. Note

that look through approaches are not confined to securitisations, but can be use in assessing some financial
firms as well.

' Average change in the dollar value of a position, given a one basis point change in price.
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Insurance risk

Insurance-led financial conglomerates group risk exposures for commercial insurance by
customer name; personal insurance by product, geography, and type of coverage; and life
insurance by amount of coverage. Interviewed firms report that they consider how natural or
man-made events (eg a Katrina magnitude hurricane, tsunami, pandemic flu, or 9/11 event)
would lead to large potential losses arising from exposures to re-insurers and also to
increases in morbidity and mortality risks.

Insurance risk exposures are measured using basic and more advanced approaches, each
of which compares the result to capital or income. The basic approaches take proxies for risk
exposure™ and compare them to capital. Such exposure measures may be determined for a
single risk or aggregated. The advanced approaches use sophisticated measures that model
loss distributions to determine the expected amount that would be lost if a rare event (eg a
1:250 year earthquake) occurs. These modelled losses are also compared to capital.

Liquidity risk™
Broadly speaking, firms encounter the following three types of liquidity risk:

1 Funding mismatch risk, or the risk that the firm will not have sufficient cash to meet
obligations in the normal course of business, as a result of ineffective matching of
cash inflows and outflows

1 Market liquidity risk, or the risk that a firm will not be able to convert assets to cash
or access market funding in an economical manner (whether owing to a lack of
buyers or uncertainty in valuation)

1 Contingent liquidity risk, or the risk that arises when a firm has insufficient funds to
meet its obligations as a result of firm-specific or market-wide unexpected events

Funding liquidity risk concentrations can take the form of balance sheet concentrations, and
concentration of funding providers, type of funding, and maturity of funding. These
concentrations are measured in terms of notional value through the use of liquidity ratios,
liquidity gap measures, and target unpledged liquid asset reserves. However, since these
measures tend to be static, firms generally supplement these measures with more dynamic
and forward-looking liquidity source analysis, pro forma cash flow analyses, cost of funds
trend analyses, stress tests and contingency funding plans, taking into account contingent
liquidity risks. Thep| anned conversion of assets into
management of funding and contingent liquidity risks. Therefore, market constraints on
achieving these asset conversions can exacerbate the severity of funding mismatches and
contingent liquidity problems.

Firms generally conduct liquidity stress testing at both the individual firm and group levels.
Firms that were interviewed in the course of preparing the 2005 and 2006 reports said that
they believed stress testing at both the firm and group levels allowed for better consideration
of contagion effects. Stress tests include changes in credit ratings, deterioration in asset

2 Examples of proxies include: face amount insured; premium written volumes on a gross and net basis (before

and after reinsurance); policy limits; number of policies in force; duration of liabilities; and maximum probable
loss.

3 For a more in-debt discussion of the management practices of liquidity risk we refer to the Joint Forum report

The management of liquidity risk in financial groups (2006).

Cross-sectoral review of group-wide identification and management of risk concentrations

cash



quality, operating losses, or negative press coverage and may include a variety of events,
the various stages of an event, and levels of severity.

Contingency funding plans may involve the use of additional early warning signals, such as
growing asset or liability concentrations, widening debt or credit default swap spreads,
increasing collateral margin requirements, decreases in credit lines or difficulty accessing
longer-term funding. Early warning signals may also include event triggers contained in the
legal documentation governing public issuances of securities.

When compared with other risk types, management of liquidity risk tends not to be as well
integrated in a scheme of enterprise-wide risk management. For example, liquidity risk stress
testing often is not formally integrated into other group-wide stress testing activities. This was
attributable to sectoral differences in business units (ie, traditional business activities and
balance sheets) and funding mix by the firms. Other reasons may also include a relative lack
of data on liquidity risk and the difficulties inherent in capturing off-balance sheet liquidity
risks (eg the difficulty in making assumptions about drawdowns of contingent obligations or
the re-intermediation of risk in the 2007 market turmoil).

Operational risk

Relative to the other risk categories, the taxonomy for identifying, measuring, and managing
operational risk exposures is less developed. For example, one interviewed firm when asked

to identify an operational risk exposure cited the reputational risk that could result should
independent financial advisors or broker-dealers sell the f i r md s product s
customers. In contrast, t h e Afadvanced approacho Basel
excludes reputational risk.* Several, firms, though, see potential concentrated exposures
that arise within operational risk; an example of t en gi ven is the fir
specific IT platform and its provider.

The development of models to measure operational risk is challenged by the lack of shared
information available on the impact of operational risk exposures. To address the paucity of
data, some financial conglomerates are patrticipating in consortia that collect pooled data on
operational risk events and losses. At least one firm with insurance activities has begun to
adopt extreme value theory (EVT) to estimate operational risk by modelling the probability of
rare losses in the tail of a distribution where few, if any, observed data points exist.*

Considerations

Risk exposures and risk concentrations are at most interviewed financial groups still chiefly
identified, measured and managed within the broad risk categories (silo-type risk
management). However, it is clear that risk concentrations may arise from (interrelated)
exposures across the risk categories, rendering a silo-based approach insufficient as
potential concentrations across risk categories may not be captured. For example,
consideration of how risk mitigation approaches may play out under stressful market

“1n the Basel Committ ee drernaianal €on2igehee ofpQaditdl Measuteinantnand
Capital Standards (paragraph 644), operational risk is defined as the risk of loss resulting from inadequate or
failed internal processes, people, and systems or from external events. The definition includes legal risk but
excludes strategic and reputational risk. Legal risk includes, but is not limited to, exposure to fines, penalties,
or punitive damages resulting from supervisory actions, as well as private settlements.

> EVT produces a capital-at-risk measure, which is identified as the minimum measurement - net of insurance

cover - needed to cover the maximum potential loss with a confidence level of 99.95 percent.
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conditions (eg how holding less liquid instruments as collateral could lead to potential
additional exposures) is not explicitly captured in most measures.

As a result, sever al groups expressiedcrossthdesi r e
risk categories) insight into potential risk concentrations and have started developing
management tools to acquire a more integrated group-wide view of risk exposures and

potential risk concentrations.

The report also notes that at some firms are not aggregating trading book exposures with
banking book exposures on a firm-wide basis, and that the management of liquidity risk
tends not to be as well integrated in a scheme of enterprise-wide risk management as other
risks are.

10
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\Y Implications of the growth of risk transfer markets and the trend

towards more active management of

exposures

Among the key developments in the financial system since the 1999 Joint Forum report on
Risk Concentration Principals are the development and tremendous growth of risk transfer
markets, including not only credit risk transfer markets, but OTC derivatives markets more
broadly, as well as continued growth in the participation of non-bank investors in credit
markets. Credit risk transfer markets have seen exponential growth over the past 6-7 years,
with the gross notional value of all OTC derivatives positions roughly quintupling over this
period - exceeding $500 trillion as of June 2007 - and market-based funding has continued to
account for a large and/or increasing share of household and corporate debt over the past
several years.

These developments have provided financial institutions increased opportunities to more
actively manage the portfolios of risk exposures they hold, to attempt to tailor exposures to
more closely fit their risk appetite and to generate revenues from trading, structuring and
investing in a variety of increasingly complex products. The associated benefits of creating
more tools to manage risks, allowing for more sophisticated risk management processes and
facilitating a broader distribution of risks across the financial system, should not be
understated.

However, the increased complexity that has come with this evolution in the markets has
generated significant risk management challenges for financial conglomerates, perhaps most
importantly as they pertain to capturing and measuring complex risk exposures and
incorporating them into their risk concentration management processes. This difficulty is
compounded by the possibility that different entities of the financial conglomerate may act as
different players or have different purposes in the risk transfer markets, each generating their
own risk exposures.

Areas of increasing importance for risk concentration identification and management

Financial conglomerates participate in risk transfer markets in a variety of ways and for a
variety of purposes, including: to fund assets they originate; to manage their retained credit,
market and insurance risk exposures through the hedging and acquisition of positions (in
order to balance their portfolios); to invest in securitised products (for the purpose of
diversifying their portfolio) and, to generate revenues from trading/market making as well as
from packaging and distributing positions to and for clients. In each of these cases,
participation in these markets generates significant risk exposures, even while being used to
reduce others, and these exposures may be overlooked 1 particularly as the circumstances
under which they can impact the firms are often viewed as highly unlikely scenarios -- and/or
can be difficult to incorporate into traditional risk concentration measurement and
management processes. The complexity of the risk transfer markets and their products
poses significant challenges to the measurement of the risk exposures from the positions in
these risk transfer products or markets, thereby, posing additional uncertainties to the
trading, hedging and investment strategies.

Financial conglomerates (whether bank-led, insurance-led or trading focused) have been
important investors in risk transfer products. However, the risk characteristics from
investments in, for instance, CDO-squar edos or CPDOs di ffe
traditional assets such as ordinary bonds or stocks. Reliance on the traditional investment
risk management tools such as credit rating management, sector diversification and basic
duration analysis cannot be sufficiently robust to provide a meaningful view of the risks
inherent from the investment in these risk transfer products. In addition, capturing the risk

Cross-sectoral review of group-wide identification and management of risk concentrations 11
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characteristics in a portfolio of these products and the dependencies between the risk
transfer products and the more traditional instruments of financial institution remains a
challenge for many firms.

The increase of counterparty credit risk exposures is a prime example of the emergence of
significant risk exposures from the growth of risk transfer markets, as the gross value of
counterparty exposures has grown along with these markets. Often, the process of so-called
risk transfer more closely resembles a transformation of a variety of risks into credit
exposures to the counterparties to which they were transferred. Consequently, the
measurement of counterparty exposures and the incorporation of these exposures into firm-
wide risk concentration management processes have become increasingly important.

Yet, given the increasing complexity of products/positions, measurement of potential
exposures from (OTC) derivatives contracts has become more challenging. Firms have
broadly acknowledged the need for the increased use of stress testing to measure these
potential exposures, practices at the firms are still being refined and stress testing as a
measure of counterparty exposures continues to be an area for further developments.

Importantly, growth of OTC derivatives markets, and the increased use of secured financing
arrangements -- in addition to greater participation by lower-rated/unrated entities, most
importantly hedge funds -- have led to a significant increase in the use and range of collateral
to mitigate these large gross counterparty credit exposures. As collateral allows firms to
increase their capacity to enter into trades with these firms, gross counterparty credit
exposures have increased substantially, while exposures net of collateral have not grown
nearly as rapidly. This significant increase in range of collateral poses challenges to the
management of the interaction of a f i r varéogs risks, particularly in stressed environments.
For example, the collateral requirement brings together the funding risk of a firm with its
credit, market or insurance risk, necessitating the integration of the liquidity risk management
with the management of the other risk types.

As the financial condition of the counterparty is most likely to be deteriorating when the

exposure is growing the increased use of collateral to minimise gross exposures to lower-

rated counterparties has become particularly important and has increased the need for firms

to be able to look through their pools of collateral and measure the impact of potential

exposures in that collateral on their firm-wide risk concentrations. For example, collateral

held against derivatives-related exposures and/or positions financed for clients that are the

same as, or similar t o, those held in banksod ow
owned by the bank i in the event of a counterparty default i at the same time they are

declining in value or deteriorating in creditworthiness.

The more active use of risk transfer markets and dynamic risk management technigues has
also generated increased vulnerability to a rapid and/or protracted decline in asset market
liquidity. The dynamic hedging used by market makers or traders in risk transfer market for
hedging their exposures could lead to potential concentrated exposures when they are not
able to alter their hedging positions or to take additional or offsetting positions if there is a
significant reduction in market liquidity. In addition, the active management of the credit
portfolio via, for instance, standardised indices may again lead to an unexpected build-up of
concentrated exposures if the liquidity in these markets dries up. An additional important
aspect stemming from these hedging strategies is the (remaining) basis risk, which is
significantly determined by the adequacy of the risk measurement methods.

For their active management of the credit portfolio, financial conglomerates in recent years
also increased their use of securitisation to off-load concentrated exposures. In addition,
certain firms developed a strategy to originate assets explicitly for sale into the markets. The
dependence on securitisation increases the vulnerability of firms to declines in asset market
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liquidity, as declining demand for assets may lead to unexpected increases in the size and
riskiness of exposures, as market liquidity is most likely to dry up at the same time as prices
are declining.

While firms do have processes in place to limit the size of exposures warehoused in advance
of packaging and distribution, these exposures are not always included in considerations of
firm-wide concentrated exposures as there is generally an assumption that they will only be
held for a short time or that they can be hedged fairly easily. This assumption does not
necessarily hold in a stressed financial market environment.

In addition, while considerations of market risk are often used for warehouse positions i eg

running scenarios based on potential changes in market values or setting limits around the

dollar value of a pre-described spread widening T incorporation into credit risk concentration

management practices does not appear widespread. In broad, credit and market risk clearly

come together here and require an integrated risk approach. Indeed, portfolio management

processes, which are a key element of credit risk concentration management, are often
focused on Oretainedd corporate credit exXposur e
banks will keep after assuming a significant share will be either syndicated or sold into

secondary markets, and, importantly, generally do not incorporate household/consumer

exposures at all.

The use of off-balance-sheet vehicles to fund assets in advance of distribution and/or to fund
residual positions generated by the packaging and sale of assets is another practice that can
obscur e a éxdosunes) as agreerneats between the firm and the off-balance-sheet
entity may only be triggered in adverse environments, thereby linking the asset liquidity of a
particular market with a firmbés funding |liquidit

The market events of the second half of 2007 and the rise of risk concentrations

In this box, the focus is on the emergence of risk concentrations within financial
conglomerates as the market conditions during the latter half of 2007 initially precipitated
by credit quality problems in the US subprime mortgage market developed, and the
challenges or difficulties this posed to

The risk measurement methods and valuation approaches that are key to the credit risk
transfer markets were called into question in the later half of 2007. For OTC derivatives
and securitisation products the valuation process is fundamental to understanding the risks
of these positions. Firmséreliance on liquid markets to value their positions may have led
some firms to neglect more fundamental analysis of the risk of such positions.
Consequently, the subsequent valuation di
assessments of potential exposures in businesses across trading book activities,
investment portfolios, warehousing and counterparty exposures.

The risk characteristics of credit risk transfer products (eg ABS CDO6s) di f f
single-name bonds or loans, and through investments in these products the risk
characteristics of firmsd cereard a humheoof factos toi
consider in assessing these effects. First, by the pooling of collateral, (higher grade)
securitisation notes can represent significant exposures to systematic risk even while
reducing specific risk. Second, if defaults become more correlated (which is the case for a
systematic credit event), the probability that the losses will affect the higher-rated tranches
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increases. Third, a risk feature called negative convexity can be present in credit structured
products.’® This implies that a widening of credit spreads has a stronger impact on prices
than a narrowing and that prices decline at an increasing rate the more spreads widen.
The correlation and negative convexity features reinforce one another, in that, as the
number of defaults increase the decline in prices of ABS gain in speed, and as negative
convexity exacerbates the price decline. Fourth, often the securitisation products and the
investment strategies incorporate additional leverage. In general, these features increase
the Aextento and the fAspeedod of a syster
declines. In addition, a feature that comes into play in a portfolio context is the dependency
between securitisation notes. In general, compared to common single hame bonds and
loans, the dependencies between the securitisation notes are relatively stronger. It is clear
that these characteristics of relatively higher exposure to systematic risk, stronger
correlated exposures, significant negative convexity and high leverage may quickly lead to
concentrated exposures to systematic factors. Risk management approaches that did not
fully recognise these risk characteristics were not able to capture the potential risk
concentrations within the firm stemming from their credit securitisation exposures.

A systematic credit event, which first showed up in the US subprime mortgage market,
quickly spread through other markets, affecting many different business lines within
financial conglomerates:

The sharp rise in default rates of US subprime mortgages, coupled with tremendous
uncertainty surrounding the valuation and risk measurement approaches for ABS and a
loss of confidence in credit rating agency ratings, led to a drop in investor demand (as
investors could not confidentlyquant i fy the risks of these
SIVs and conduits were experiencing difficulties). These developments, in turn, led to the
almost complete absence of market liquidity for asset backed commercial paper. Several
originating companies encountered difficulty funding their mortgage loans, and started to
draw down the back-up lines of credit provided by their respective banks. In addition, for
the firms originating the assets and structuring the ABS, these events led to an unexpected
build-up of concentrated exposures from assets in the warehouse pipeline, since the
assets could not be transferred and had to be taken on the books at the same time that
liquidity support for similar assets was being drawn down.*’

As noted above, the lack of conf i dence i n mar ket parti ci
guality of some assets and the increased risk aversion among investors led to significant
deterioration in the market liquidity of the ABCP markets. This in turn led to soaring rates
on ABCP and the restructuring of CP funding with overnight or very short term debt
(generally one week and under). The shortening of ABCP funding maturities increased the
funding concentrations of firms in short-term maturities, making them increasingly exposed
to sudden liquidity events.

The funding difficulties (ie, the difficulty of rolling over commercial paper) required some
issuers to sell a portion of their assets to their liquidity providers or sponsors, while others
drew on their back-up lines of credit or tried to exercise the option of extending the maturity
of their CP or medium term notes. In sum, the market events severely affected the off-
balance sheet banking conduits, including SIVs. For the sponsoring firms or the banks
providing liquidity facility lines this systematically led to a further build-up of exposures to
(structured) credit assets and put pressure on their liquidity positions.

' The tranching of a CDO is an important factor introducing this negative convexity feature in these instruments.

" Also the common repackaging of the involuntary build-up of non-investment grade residual risks, inherent to

the CRT mar ket making activities, could not be perfor med
leaving the firms with concentrated exposures to these risks.
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The credit event, coupled with the deterioration in market liquidity and the subsequent rise
in risk aversion, led to large declines in the value of ABS and the underlying assets. Under
these circumstances the degree of risk mitigation provided by initial margins and collateral
may have be less than firms anticipated, due to the dynamics of the initial price shocks, the
consequent increases in haircuts and the further price declines due to the sale of collateral
in illiquid markets. The additional collateral requirements led to a further deterioration in the
liquidity situation of several firms.

The hedging of credit risk exposures was also limited by the market events and proved
difficult to manage. Even the effectiveness of some of the more common hedges for
structured credit products, such as traded reference indices or particular credit tranches,
came into question. For instance, the hedging of subprime mortgage exposures via the
ABX index proved to be quite difficult. Nevertheless, in some cases reference indices were
the only hedging instruments that maintained their liquidity, forcing firms to alter their
hedges from the instruments that lost their liquidity towards these reference indices. This
often led to significant increases in basis risk. Additionally, the stress events also showed
that some model-based valuations methods may not have fully captured the entire risk
profile of the exposure under these market conditions, giving rise to additional unexpected
basis risk. As some hedging strategies proved inadequate or had to be altered in the midst
of a market liquidity squeeze, some firms were exposed to unexpected concentrated risk
exposures and basis risk.

The liquidity squeeze, combined with the higher sensitivity to credit risk and elevated
concerns about financi al institutionsodo e
facilities, spread to the interbank markets. Firms that were still relatively liquid were not
willing to supply funds in the interbank market, due to their own contingent exposures or
due to the uncertainty regarding the financial health of their interbank counterparties.
These uncertainties resulted in steep increases in short-term interest rates for some firms,
making interbank term funding extremely expensive or even impossible in some cases.
This again forced certain firms' funding towards short-term (often overnight) maturities,
augmenting their sensitivity to unexpected liquidity events. In addition, firms that increased
their reliance on the interbank markets to meet the additional liquidity demand (and thus
may have been concentrated in these markets) saw an ultimate liquidity source being
constrained.

The extensive downgrading of ABS also put enormous pressure on monoline insurance
companies, as some financial guarantors have guaranteed large amounts of AAA rated
(and super-senior) CDO tranches. This pressure has the potential to affect the entire ABS
spectrum, bringing further price declines in particular to the already weakened higher-
grade notes. The deterioration in the credit ratings for the ABS could have second order
implications as, for instance, institutional investors that are only allowed to hold highly
rated paper could be forced to sell in the event of a downgrade, leading to additional price
pressure. Additional second order effects may also include pressure in the US municipal
finance market as municipalities may find it more difficult to obtain the bond insurance
needed to obtain their desired credit rating and borrowing costs. Thus, firms might have
unexpected, second order concentrated exposures to certain monoline insurance
companies, either directly or as a result of agreements to fund or buy back certain
positions in the event of multi-notch downgrades of assets.

While the credit risk transfer markets have provided financial institutions with increased
opportunities to more actively manage the portfolios of risks that they hold, the recent
market turmoil also demonstrates that these activities can also lead to additional and
sometimes difficult to measure and manage risk exposures. As recent events indicate, the
greater a firmds r el i an & ahetherfortah ariginate-®-Kistributea
business, for the securitisation of assets, as an alternative funding source, or for the
hedging of risk exposures and the extended use of collateral to manage counterparty risk i
the more dependent is the firm on the existence of liqguid markets . Additionally, risk
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transfer markets can deepen the link between market liquidity and funding liquidity risk and
may create significant exposures across risk categories (ie, market, credit and liquidity
risk). Recent events also show that different business activities across a financial
conglomerate may be affected at the same time, possibly compounding the exposures at
the different businesses (and increasing the potential of contagion to unaffected activities).
The interactions between risk exposurescan gi ve rise to the r
risk positions at the same time that they become increasingly difficult to measure and
manage.

Considerations

From the above discussion it is clear that it is especially important for those firms with a
significant presence in the risk transfer markets to have an integrated risk concentration
management approach across risk categories (credit risk, market risk, insurance risk and
liquidity risk).

The participation of different entities of a financial conglomerate in the risk transfer markets,
each with their specific activities or objectives, can also benefits from strong integrated risk
concentration management across the different business units. All business lines and
relationships need to be evaluated and a firm-wide view of exposures is necessary to capture
potential concentrations. This does not have to, and probably should not, lead to a single
number for measuring the potential exposure i as this is both impractical and can cause a
false sense of security T but it should result in an assessment of whether a number of
business lines are at risk of being affected by a single scenario or risk factor and the possible
scope and scale of that impact across the firm.

The complexity of the risk transfer markets and their products can also pose significant
challenges to the measurement of risk exposures from positions in these risk transfer
products or markets, thereby potentially posing significant difficulty in the risk management of
trading, hedging and investment strategies.

The Joint Forum notes the importance of the measurement of counterparty exposures and
the incorporation of these exposures into firm-wide risk concentration management
processes has become increasingly important. In addition, the significant increase in the
range of collateral (for the management of the counterparty exposures) poses important
challenges to the management .of the firmbés fundi

The increased use of dynamic or active risk management techniques, including dynamically
hedging both market and credit risk exposures and securitisation, implies a greater reliance
on strong ongoing market liquidity. Firms in response to the 2007 turmoil are beginning to
explicitly assess the impact of a severe and extended decline in asset market liquidity as part
of their risk concentration management processes, though this has become an increasingly
important factor with respect to the generation of concentrated positions.

The increased link between asset market liquidity and funding liquidity at dealers/banks that

has been generated by the growth of risk transfer markets, and credit markets more broadly,

does not appear t o be well captured in firmso
analyses practices.
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