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Foreword

Welcome to the sixth annual Deloitte Touche Tohmatsu
(DTT) Global Financial Services Industry (GFSI) Practice
information security survey. Every year that the DTT GFSI
Practice — made up of Deloitte member firm Financial
Services Industry practices — conducts the survey, we
marvel at the developments that have occurred over the
past year. While many of the categories and initiatives
that survey respondents talk about stay the same from
year to year, the face of them often changes —
sometimes dramatically. There is never a dull moment!

The top two security initiatives in 2007 were “identity
and access management” and “security requlatory
compliance.” In 2008, they merely switched spots.
While the initiatives have not changed, it seems that
each year they need to be addressed with a more
sophisticated and far-reaching solution.

It is no surprise that compliance with regulation and/
or industry guidelines was the top initiative in 2008.
The compliance initiative encompasses not just the
“what" (being compliant) but also the “how" (a
compliance approach that is thorough, cost-effective,
and adaptable to increasing regulation). Year 2007 saw
the worst credit card data breach ever and it stands as
the prime example of what can ensue when an
organization is exposed. The organization in question
was a retail group subject to the Payment Card
Industry’s Data Security Standards and had been told
by its assessors that weak Wireless Encryption Protocol
(WEP), missing software patches and poorly configured
firewalls made them noncompliant. In a Securities and
Exchange Commission filing, the retail group admitted
to transmitting data to banks "without encryption.”

Identity and access management is one of the key
initiatives on the front line of the never-ending battle
between good and bad. Its face is changing constantly.
It meant something last year and this year it means
something entirely different. Every year, hackers’
techniques get slicker and more innovative. When a
phishing/pharming attempt gets old and stale and
recognized, there is another one — encompassing a
whole new level of technological smarts — waiting in
the wings. The innovation that powers the technology
industry also causes a constant headache for those who
must figure out how to protect information.

Organizations encourage their workforces to be
constantly connected, more productive, and
immediately responsive and the market responds with
tools to help them to do this. These tools, rolled out at
an increasing pace, present a whole new slew of
security issues. The media adds to the urgency by
revealing potential security glitches and the scenarios
that might ensue, e.g., a million mobile phones
simultaneously dialing a company’s head office as a
result of a software glitch. As well, there is no shortage
of sensationalist media coverage for high-profile events,
like the rogue futures trader who contributed to losses
of over USS$7 billion dollars announced by a major
European financial services company.

A major focal point, people continue to be an
organization’s greatest asset as well as its greatest
worry. That has not changed from 2007. What has
changed is the environment. The economic meltdown
was not at its peak when respondents took this survey.
If there was ever an environment more likely to
facilitate an organization’s people being distracted,
nervous, fearful, or disgruntled, this is it. To state that
security vigilance is even more important at a time like
this is an understatement.

Those of us in the security industry know that an
organization’s best defense against internal and external
breaches is not technology alone. It is a culture of
security within an organization — a mindset on the part
of every individual so that actions in support of
information security become automatic and intuitive.

From the creation of the survey questions to the
production of this document and everything in
between, this undertaking requires time, effort, detailed
attention and, most of all, participation. | want to thank
the Chief Information Security Officers, their designates,
and the security management teams from financial
services institutions around the world who participated

in this survey.

Adel Melek — Global Leader, Security & Privacy Services
Global Financial Services Industry Practice
Deloitte Touche Tohmatsu
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Objective of the survey

The goal of the 6th Annual Global Security Survey for
financial institutions is to help respondents assess and
understand the state of information security within their
organization relative to comparable financial institutions
around the world. Overall, the survey attempts to
answer the question: How does the information
security of my organization compare to that of my
counterparts? By comparing the 2008 data with that
collected from the previous year's surveys, DTT GFSI
Practice can determine differences and similarities,
identify trends and ponder in-depth questions, such as:
How is the state of information security changing
within an organization? And are these changes aligned
with those of the rest of the industry?

Where possible, questions that were asked as part of
the 2004-2007 Global Security Surveys have remained
constant, thereby allowing for the collection and
analysis of trend data. In order that questions remain
relevant and timely with regard to environmental
conditions, certain areas were re-examined and
expanded to incorporate the “critical” issues being
addressed by financial institutions at a global level.
Deloitte subject matter specialists were enlisted and
their knowledge leveraged to identify questions with
these critical issues.




The value of

Financial services institutions (FSls), now more than ever,
recognize the importance of performance
measurements and benchmarks in helping them
manage complex systems and processes. The Global
Security Survey for financial institutions is intended to
enable benchmarking against comparable organizations.
Benchmarking with a peer group can assist
organizations in identifying those practices that, when
adopted and implemented, have the potential to
produce superior performance or to result in
recommendations for performance improvements.

Areas covered by the Survey

It is possible that an organization may excel in some
areas related to information security, e.g., investment
and responsiveness, and fall short in other areas, e.g.,
value and risk. In order to be able to pinpoint the
specific areas that require attention, DTT's GFSI Practice
chose to group the questions by the following six
aspects of a typical financial services organization'’s
operations and culture:

» Governance
Compliance, Policy, Accountability, Management
Support, Measurement.

Investment
Budgeting, Staffing, Management.

* Risk
Industry Averages, Spending, Intentions, Competition,
Public Networks, Controls.

 Use of security technologies
Technology, Encryption, Knowledge Base, Trends.

Quality of operations

Business Continuity Management, Benchmarking,
Administration, Prevention, Detection, Response,
Privileged Users, Authentication, Controls.

* Privacy
Compliance, Ethics, Data Collection Policies,
Communication Techniques, Safeguards, Personal
Information Protection.

benchmarking

Survey scope

The scope of this survey is global and, as such,
encompasses financial institutions with worldwide
presence and head office operations in one of the
following geographic regions: North America (NA);
Europe, Middle East, Africa (EMEA); Asia Pacific (APAQ);
Japan; and Latin America and the Caribbean (LACRO).
To promote consistency, and to preserve the value of
the answers, the majority of financial institutions were
interviewed in their country of headquarters.

The strategic focus of financial institutions spanned

a variety of sectors, including banking, securities,
insurance, and asset management. While industry focus
was not deemed a crucial criterion in the participant
selection process, attributes such as size, global
presence, and market share were taken into
consideration. Due to the diverse focus of institutions
surveyed and the qualitative format of our research, the
results reported herein may not be representative of
each identified region.

The Global Security Survey for financial
institutions is intended to enable
benchmarking against comparable

organizations.

Protecting what matters The 6th Annual Global Security Survey

3



Who responded

The 6th Annual Global Security Survey respondent data Top 100 global financial institutions (assets value)
reflects current trends in security and privacy at a number
of major global financial institutions. DTT’s GFSI Practice
agreed to preserve the anonymity of the participants by
not identifying their organizations. However, DTT’s GFSI
Practice can state that, overall, the participants represent:

- Top 100 global financial institutions — 21% (based on
assets value).

+ Top 100 global banks — 21% (based on assets value).

- Top 50 global insurance companies — 14% (based on
market value).

« Number of distinct countries represented — 32. [ Top 100 global financial institutions ~ M Other

Top 100 global banks (assets value)

Respondent data reflects current trends
in security and privacy at a number of
major global financial institutions.
DTT's GFSI Practice agreed to preserve
the anonymity of the participants by not
identifying their organizations.

@l Top 100 global banks B Other

Top 50 global insurance companies (market value)

[l Top 50 global insurance companies B Other



Geographic region

The pool of respondents provides an excellent cross-
section from around the world, with a breakdown as

follows:
Asia Pacific (APAC), excluding Japan 6%
Japan 9%
Europe, Middle East and Africa (EMEA) 48%
North America 18%
Latin America and the Caribbean (LACRO) 19%
Industry breakdown
The final survey sample reflects all major financial
sectors:
Banking 62%
Insurance 18%
Investment and securities 9%
Payments and processors 3%
Other 8%

Annual revenue

The respondent companies represent a broad spectrum

based on annual revenues*:

<$1B in annual revenue 40%
$1B-$1.99B in annual revenue 7%
$2B-$4.99B in annual revenue 1%
$5B-$9.99B in annual revenue 3%
$10B-$14.99B in annual revenue 1%
>$15B in annual revenue 13%

* Results may not total 100% as DTT’s GFSI Practice is reporting
selected information only; responses from those who decline to

answer may not be included in the reported data.

Geographic region (%)
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Geographic segmentation
observations

APAC
(excl. Japan) North America LACRO

Regional highlight

Respondents who feel that security has risen to
executive management and/or the board as a 77% 63% 78% 72%
key imperative

Respondents who feel they have both

commitment and funding to address regulatory | 69% 63% 59%
requirements

Respondents who indicated that

they had a defined and formally documented 62% 68% 61%
information security strategy

Respondents who feel that information security

and business initiatives are appropriately 31% 40% 32%
aligned

'Respond.ents who' indicate that thelr 54% 75% 60%
information security budget has increased

Respondents who indicated that their

expe,ndlt’ures on mform‘atlon sec'urlty were ‘on 31% 599% 43%
plan’ or ‘ahead of requirements’ based on the

organization’s current needs

Respondents who have incorporated application

security and privacy as part of their software 38% 32% 41% 31%
development lifecycle

Respondents who feel they presently have the

required competencies to handle existing and 33% 33% 34%
foreseeable security requirements

Respondents whose employees have received

at least one training and awareness session on 82% 82% 72%
security and privacy in the last 12 months

Respondents who have an executive 23% 82% 24% 57%

responsible for privacy

Respon.dents.who have a. program for 38% 84% 43% 76% 48%
managing privacy compliance

Respondents who have experienced repeated
internal breaches over the last 12 months

33% 17% 26% 27% 30% 27%

Respondents who have experienced repeated

0, 0 0 0, [v) 0
external breaches in the last 12 months >8% 17% 49% >1% >0% 47%

Highest score

= Lowest score



Introduction

In all geographic regions, we have observed that
external breaches have fallen sharply over the past

12 months. This is not due to hackers giving up and
finding other avenues to pursue but rather to the fact
that organizations are getting more security-savvy,
being less reactive and more proactive. We have said
that hackers’ methods are getting more sophisticated —
the same is true of the technology designed to thwart
them. The 2008 survey found that functional executives
and business lines are more involved in the information
security strategy than they did in 2007; but fewer
companies are indicating that they have both the
commitment and funding to address regulatory
requirements. This shift may be due to the fact that
executive management has a greater confidence that
security initiatives are in hand and, therefore, do not
warrant additional resources. There is a noticeable
global decline in organizations who report that they
have a program in place to manage privacy compliance
(77% in 2007 has dropped to 48% in 2008).

Asia Pacific (APAC) excluding Japan

Respondents from APAC indicate that they still have
challenges in a number of areas and have experienced
some regression from 2007. Only 7% of respondents in
2007 felt that they had the required competencies to
handle existing and foreseeable security requirements.
This percentage has risen to 23% in 2008, but is still
the lowest response across all regions. Respondents
who indicate that their employees have received at least
one training and awareness session on security and
privacy in the last 12 months has fallen to 58% in 2008
from 69% in 2007. This situation may also have
contributed to APAC's breach track record, which is still
the highest across all regions, although it has fallen
from 2007. APAC respondents indicate that their
organizations appear to place less emphasis on having
an executive responsible for privacy — 85% had one in
2007; that number has fallen to 23% in 2008. And the
obvious follow-on from this finding: while 100% of
respondents felt that their organizations had a program
for managing privacy compliance in 2007, only 38%
feel the same in 2008. A bright spot for APAC is the
fact that they have the highest confidence of
respondents in all regions that they have both the
commitment and funding to address regulatory
requirements.

Japan

Japan is unique when it comes to security breaches,
with the lowest incidents of both internal and external
breaches (17%) reported across all regions. A number
of factors may contribute to this: the widespread use of
strong authentication, the cultural importance of
honour, the distinct language, and the culturally based
reluctance to report security breaches. However,
language and strong authentication alone are not
responsible for the lowest amount of incidents —
organizations in Japan clearly know how to protect
themselves. An astounding 90% of employees have
received at least one training and awareness session on
security and privacy in the last 12 months. Privacy is a
strong focus in Japan — respondents indicate that 85%
have an executive responsible for privacy and 84% have
a program for managing privacy compliance, numbers
that make Japan “best in class” in this area across all
regions. Security continues to rise to the executive
management level = 79% in 2008 compared to 71% in
2007. But there are areas where Japan is not as strong.
There has been a rather significant drop in the number
of respondents who indicate the presence of a defined
and formally documented information security strategy
(from 75% in 2007 to 50% in 2008). Further, Japan has
the lowest number of respondents across all regions
(25%) indicating that their information security budget
has increased and only 5% of respondents indicating
that their expenditures on information security were
‘on plan’ or ‘ahead of requirements’ based on the
organization’s current needs. It would seem that, while
respondents from Japan feel that their organizations are
good at protecting the status quo, they recognize that
they have a way to go as their organizations’ security
needs increase.

Protecting what matters The 6th Annual Global Security Survey
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“The Importance of
Wholesale Financial
Services to the EU
Economy 2008",

London Economics,

July 2008, retrieved from
http://www.cityoflondon.
gov. uk on December 10,
2008

In the 2007 survey,

we included individual
findings for Canada and
the U.S. This year, there is
a single aggregate finding
for both Canada and the
U.S. defined as North
America.

This finding is consistent
with a study by the
Identity Theft Resource
Center (ITRC), which
found that in the U.S.
during 2008, data
breaches were up by
47%. The ITRC study was
conducted late in 2008,
when the full impact of
the financial crisis was
being felt. Of the 656
data breaches the study
reported, only 78 affected
financial institutions.

The ITRC confirms that
the financial industry

has remained the most
proactive in terms of data
protection.

“US financial institutions
hit by 78 reported data
breaches last year”,
Finextra.com, retrieved
from
http://www.finextra.com/
fullstory.asp?id=19525
on January 15, 2009.

EMEA

EMEA respondents indicate that they are confident

that their security needs have been addressed — EMEA
is the region that indicates the highest positive response
regarding competencies to handle existing and
foreseeable security requirements. However, the
number of EMEA respondents whose employees have
received at least one training and awareness session on
security and privacy in the last 12 months (64%) is the
second lowest score across all regions. This could mean
that while EMEA organizations place a lot of reliance on
their security staff (which accounts for the strong
showing regarding competencies) they are missing an
opportunity to engage their entire workforce as
information security stewards by making them aware of
industry best practices.

What may be a troubling indicator for EMEA for
upcoming years is the finding that respondents who
feel they have both commitment and funding to
address regulatory requirements is, at 56%, the lowest
of all regions and a rather significant drop from 77%
in 2007.

EMEA respondents also indicate that 64% of their
organizations have a formally documented and
approved information security strategy. While this
number is in line with the global average (61%), EMEA
has become a crucial hub of the global financial services
industry. The EU27 is the world’s leading exporter of
wholesale financial services, accounting for over 50% of
the global total.* One would expect that the number of
organizations with an information security strategy
would be much higher and that EMEA would be “best
in class” of all regions.

Another finding about EMEA s that it ranks lowest of
all regions in incorporating application security and
privacy as part of the software development lifecycle
(26% in 2008 and a drop from 33% in 2007). Also,
when asked to characterize their secure application
development directives, only 32% of EMEA respondents
indicate that they are “well defined and practical”, on
par with North America (32%), but less than the global
average (35%).

North America

It appears that a focus on market conditions and the
ensuing financial turmoil has forced executives in North
America to start de-prioritizing security initiatives, which
may well result in a downward trend in the coming
years. Due to the current operating environment and
shift in focus for many respondents, there is a
significant drop in 2008 in the number of respondents
who feel that security has risen to executive
management and/or the board as a key imperative
(63% in 2008 versus 84% in 2007**). An organization
derives real value from security and privacy initiatives
when they become an integral part of the strategic
plans of the organization. This finding is discouraging —
and is, in fact, the lowest across all regions — because
when the C-suite is no longer engaged, other areas
suffer, e.g., budget, visibility. Not surprisingly, and in
keeping with this finding, there is a very low perception
on the part of most respondents that information
security and business initiatives are aligned (again, the
lowest of all regions at 28%). Surprisingly, external
breaches are indicated by respondents as the second
highest (51%) of all regions, even though they have
fallen rather significantly from 2007 (78%)***. Where
North American respondents indicate great strides —
and proving they have taken notice of the fact that
people are an organization’s greatest asset and its
greatest weakness — is in the area of internal breaches.
Internal breaches have fallen to 27% in 2008 from 44%
in 2007, the greatest drop across all regions but still

oo

well above Japan's “best in class” 17%.

LACRO

LACRO is the very essence of a late bloomer. LACRO is
“best in class” in five areas, topped only by Japan, and
lowest in only one area. LACRO respondents indicate
that their organizations are still best at having a defined
security strategy (68%), but the really good news for
LACRO is that everything is heading in the right
direction: security budgets are increasing, security
spending is on plan or ahead of requirements, and
business and security initiatives are viewed as being
appropriately aligned. If these trends continue, this will
positively affect LACRO's information security stature.
LACRO's repeated breaches are slightly higher than the
global average, but if LACRO continues to do what it is
doing, there is every indication that this situation will
resolve itself.



Key tindings of the survey

1. Top five security initiatives: two familiar faces
and a newcomer

In 2007, “identity and access management” and
“security regulatory compliance,” were the top two
security initiatives; in 2008 they have simply switched
places. Identity and access management are tied in
second place with a newcomer, “data protection and
information leakage,” which was not even in the top
five in 2007.

The choice of security regulatory compliance as the top
priority reflects the fact that many organizations are
struggling with the right way to handle the multiple
legal and regulatory requirements as well as those of
auditors. As budgets get tighter, the focus is on how to
address compliance from a cost and risk perspective.

In other words, companies are trying to figure out how
to close the gaps with the highest risk, leverage
solutions across multiple requirements, and streamline
reporting. Clearly, the ideal solution is one that is
sustainable and can accommodate increased regulation.
Although being compliant does not make an
organization more secure, being more secure is likely to
make an organization compliant.

Given the highly profiled rogue-trading and rogue IT
activities of this year, it is no surprise that identity and
access management continue to be a top priority.

A well regarded European financial services company,
headquartered in France, announced at the beginning
of 2008 that the actions of a single futures trader had
led to losses of over USS7 billion dollars. The trader in
question had exceeded his authority by engaging in
unauthorized trades totaling more than the bank’s
entire market capitalization of US$52.6 billion.
Balancing convenient access (both for customers and
employees) with strong security will be an issue that
organizations must continue to deal with.

Although data protection and information leakage is a
new top five initiative in our 2008 survey, it has already
been front and center for months. The worst credit card
breach in history (which was not public information
when respondents participated in 2007 security survey)
brought data protection and information leakage into
the foreground and put companies on notice. As with
previous years, the trend with security is less on
infrastructure and perimeter-strengthening and more on
preventing information from being leaked internally.

This shift reflects the effect of major media incidents, as
well as the increasing proliferation of smaller yet
feature-rich mobile media and the potential they
present for data leakage. Since the focus of end-user
technology seems to be always toward smaller, thinner,
lighter, with greater capacity and processing power,
the protection of information on the move will be a
continuing focus for organizations. In addition, part of
the increasing visibility of this issue is a result of new
requirements around breaches — since organizations are
now required to report breaches, they now need to
have the capability to identify them within a reasonable
timeframe. Data leakage protection is the second most
cited technology being piloted by respondent
organizations. All these factors mean that incident
reporting will become more accurate, increasing
visibility and heightening awareness even further.

People continue to be an organization’s greatest asset
as well as its greatest risk. The economic turmoil in the
U.S. —and its global repercussions — had not yet reached
its peak when questions in this survey were posed to
respondents. Organizations should remain aware of the
effect that an unsettled financial environment can have
on its workforce — employees may be disgruntled,
worried, and otherwise distracted. In hard economic
times, security vigilance is all-important.

Identity theft, data loss, and information leakage are
now a mainstream concern. Organizations recognize,
and try to offset, the human frailty of their workforces,
who are more mobile, more flexible and more laden
with technological tools than ever before. The focus is
now on education and access control as well as leakage
prevention tools.

Security infrastructure improvement moved into the top
five priorities in 2008. An incident that underscores the
importance of security infrastructure improvement is the
recent alleged highjacking of a major U.S. city network
by one of its network administrators. The administrator
allegedly locked out the city from its FiberWAN network
and then refused to hand over passwords to the Wide
Area Network system until his demands were met.

As tempting as it is to save money in hard economic
times, security infrastructure short-cuts are not the way
to do it. Attacks are bound to increase when
organizations let their guard down with “cost saving”
measures that don’t have adequate controls built in.

Protecting what matters The 6th Annual Global Security Survey
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BusinessFinanceMag.com,
“S&P Rolls Out ERM
Review”, by John

Cummings, May 13, 2008.

Retrieved from
http://businessfinancemag.
com/article/sp-rolls-out-
erm-review-0513 on
December 08, 2008.
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2. The evolution of the CISO

In 2008, more organizations have a Chief Information
Security Officer (CISO) than ever before (80% versus
75% in 2007), and 7% have more than one CISO.
The incidence of CISOs reporting to various positions
within the C-suite is an increasing trend in 2008:
33% report to the CIO (31% in 2007), 11% report to
the CEO (9% in 2007) and 3% to the CSO (same as
in 2007).

The CISO role is now more focused on security
governance, strategy and planning, internal security
awareness, and incident response (in 2007 strategy and
planning was first, followed by security governance and
security implementation and integration). There is
greater evidence of gradual convergence via risk
councils (47% combined versus 23% in 2007 report
having gone through some form of convergence,

19% via risk councils). Risk councils bring together
various areas of the organization to discuss security and
risk issues. These factors all appear to be positive for
the visibility and stature of the CISO role.

The majority of CISOs still report to the CIO (33%) or
to some other technical role: IT Executive (13%), CTO
(6%), CSO (3%). As much as CIOs are part of the
C-suite, this reporting relationship means that security
is still projected as mainly an “IT issue.” It may mean
that there is limited potential for greater visibility of
information security outside IT, a circumstance that may
support IT's desire for potential integration with other
key functions.

What is interesting is that as the CISO role is becoming
more focused on security governance (87%), strategy
and planning (809%), internal security awareness (73%)
and incident response (62%), the CISO focus moves
away from traditional areas such as web customers’
administration, external security awareness and disaster
recovery planning, and the protection of paper-based
information. In 2008, although more and more
information is being created in electronic format, paper
is still the most prevalent medium for information, e.g.,
mortgage records in branches, banking information,
etc. However, that finding does not necessarily mean
that the CISO is neglecting this area of responsibility —
the emergence of risk councils may well mean that,
although security operations may be migrating to other
areas of the organization, the CISO, as part of the risk
council, remains informed.

Taking its rightful spot in the top five responsibilities of
the CISO is security incident response and management.
“Management” of incidents means not just reporting
them but also debriefing management in a post
mortem or root cause analysis to answer key questions
such as, how could this have happened? and how
could it have been avoided?. Effective incident response
and subsequent demonstration of measures to avoid
reoccurrence is a sure-fire way to demonstrate
alignment of security objectives with those of the
business.

3. The evolution of the information

security function

Every year the information security function continues
to evolve. The increasing use of risk councils, admittedly
a small step toward total convergence, is evidence

of this.

It is interesting to note that respondents state that the
biggest barrier to information security is “budget
constraints and lack of resources.” This is, no doubt, the
prevailing lament of most functions, not just IT security,
particularly in hard economic times. The fact that the

IT security function’s biggest barrier is now the universal
complaint of most functions — and not the far more
ominous “lack of management support”, shows that
the function is evolving in the right direction.

Prioritization of initiatives, having a clear business case,
articulating the need for, and the impact of, security
will now be reality for security functions, just as it has
been for the rest of IT and the rest of the business for
some time.

Another key driver of the evolution of the security
function is regulation. As the Enterprise Risk
Management (ERM) practices of the organization grow
increasingly important — Standard & Poor’s recently
announced that they will review the quality of ERM as
a new component in their reviews of credit ratings*,
the information security function must have a security
reporting structure that reflects its importance to the
compliance of the organization.

The percentage of respondents who indicate that their
CISO reports to a security committee has risen in 2008
(9%) compared to 2007 (5%). Nevertheless, this
percentage is still low and does not fully represent the
governance potential of security committees.



A security committee is typically made up of
representatives of functions from across the
organization and allows the security function to
increase its visibility across business lines and functions
and better align itself with the strategic priorities of the
organization.

4. The information security strategy

Respondents indicate that 61% of organizations have a
security strategy and 21% have one in draft form. But
what is important is not just that a strategy exists in
document form but rather, how the document was
created and how it is being used. For example, what
level of input was sought from executives and business
when the document was being created? Does the
organization use the document, i.e., embrace its
policies? What was the quality of the input that formed
it? Has the strategy translated into benefits, such as
closer alignment with the business and positive
feedback? Is there reporting on the effectiveness of the
strategy?

As they did in 2007, companies in 2008 still appear to
struggle with the definition of a security strategy and
what the strategy should include. Essentially, an
information security strategy is a plan as to how the
organization can mitigate risks while complying with
legal, statutory, contractual, and internally developed
requirements. Yet only 63% of the respondents who
maintain that their organizations have an information
security strategy indicate that they have identified their
information security strategy requirements. Only 45%
have a people strategy, which is low given that many
face issues with finding qualified resources. Only 40%
have included metrics and performance management,
which are needed to help ensure that what is being
done is meeting the expectations of business. And only
63% indicate that they have aligned their strategic
objectives with the organization. Until these areas are
addressed, and information security strategy becomes
thoroughly understood and commonplace, puzzling
discrepancies will continue to surface.

5. Identity and access management

“Identity and access management” was the number
one initiative that respondents mentioned in 2007
survey; in 2008, it is number two. We expect that it will
remain in front for years to come. The reason is
because the identity and access management onslaught
to the organization continues from all sides. There is
increasing regulation. There are increasing industry
guidelines. There are more mobile workers than ever
before using more devices than ever before, such as
BlackBerrys, PDAs, laptops, and iPhones. There are more
suppliers, business partners, and other outsiders who
need secure access to the organizations’ systems.

"“Excessive access rights” was stated by respondents as
the top “internal/external audit finding over the past

12 months.” “Unauthorized access to personal
information” was stated as the number one concern
from a privacy perspective. Identity and access
management must constantly be enhanced to reflect
the state of flux. Future-state identity and access
management will include enhancements such as an
automated process that gives out application access
and then knows immediately when an employee has
left the organization and revokes that access; employee
identities that are synchronized across all systems; a
system that, instead of simply verifying who has a valid
user name and password, also verifies whether the
person needs to be accessing what they are attempting
to access in the network.

Identity theft continues unabated in 2008. Those of
us who believe that we are on to the tricks of identity
theft scammers and already take the utmost
precautions could be unpleasantly surprised by the
sophistication of upcoming scams. The good news is
that there is now improved communication among
businesses, consumers, and law enforcement as to
causes and possible solutions to reduce identity theft
crimes. The level of awareness on the part of
consumers grows every day. Organizations are
deploying and piloting an increasing array of new
technology. Security log and event management
systems are, according to respondents, one of the key
technologies being piloted over the next 12 months.

Protecting what matters The 6th Annual Global Security Survey
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(Governance

Presence of a defined information governance framework (%) Governance framework

Organizations clearly recognize the link between strong

| | |
Yes ‘ security governance and effective information security —

governance for security is one of the top five security

. initiatives in 2008. In 2007, organizations also appeared
Yes, but in draft form

s to recognize the importance of an established
Intend to have governance framework — 81% of respondents indicated
within 12 months that they had one. In 2008, however, that number
dropped significantly to 69%. Does this mean that

Intend to have . I .
within 24 months organizations are attributing less importance to the

governance framework in 2008? This is unlikely, given
No the position of governance in the top five security

initiatives. It is more probably a case of “a little
0 20 40 60 80 100 knowledge is a dangerous thing.” As organizations
become more security savvy and more informed, they
2008 W 2007 recognize that an established governance framework is
key to guiding the development and maintenance of a
comprehensive information security program, and what
they considered to be a framework in the past did not
meet the definition of an effective governance
framework.
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Reporting

Eighty percent of respondents in 2008 indicate having
a CISO or equivalent position on their corporate roster,
and 7% have even more than one. The top four
positions to whom the CISO reports — the CIO, the
Board of Directors, IT Executive, and the CEO — either
show a slight increase from 2007 or remain the same in
2008, indicating that the CISO role shows no signs of
moving away from reporting to the C-suite.

By far, the majority of CISOs report to the CIO,
unchanged for the last three years of this survey.

The CISOs still report in aggregate (50%) to
predominantly IT-related positions: ClO, CTO, and IT
Executive. The reality remains that the CISO position is
still considered to fulfill a predominantly IT role.

In 2008, more CISOs report to a Security Committee,
the fifth most-mentioned reporting line after the CIO,
the Board of Directors, IT Executive, and the CEO.

The greatest number of respondents indicate that the
top indirect reporting position for CISOs is the Board of
Directors, demonstrating that, just as it was in 2007,
the issue of information security remains a C-suite and
board-level concern.

Top direct reporting links (%)

cio

Board of Directors
IT Executive

CEO

Security Committee
CRO

CcTO
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General Counsel
cso
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Top functions

Survey respondents indicate that the CISO’s primary
responsibilities are security governance, strategy and
planning, internal security awareness, security incident
response and management, as well as security
assessments (all rating at least 60%, with security
governance as high as 87%). Respondents indicate that
CISOs are least responsible for areas such as web
customers’ administration, external security awareness,
disaster recovery planning, and the protection of paper-
based information (all ratings less than 40%).

These findings do not mean that these latter areas are
being necessarily neglected. For example, respondents
indicate that the CISO is more concerned with internal
security awareness (73%) than with external awareness
(31%). This supports findings later in this survey that
the internal workforce is an organization’s biggest
worry (36%) versus outsiders (13%). It is natural, then,
that the CISO would focus on the areas of most
concern. In addition, the emergence of risk councils
may indicate that, while security operations are being
handled by other areas of the organization, the CISO,
as a member of the risk council, is still involved.

This year, respondents indicate that IT compliance
management (at 48%) is part of the responsibility of the
CISO. This is an important responsibility, given that
organizations have identified security regulatory
compliance as their primary security initiative in 2008.

Due to an expanded question set this year, responses that do
not show comparisons to last year indicate that data was not
collected for that question last year.



Information assets

Respondents indicate that the CISO’s chief
responsibilities are networks, servers, desktops, and
laptops. There is nothing surprising about this finding; it
is the lower end of the chart that is more interesting.
Only 45% of respondents include paper documents in
the CISO’s mandate. Digital perimeter of the
organization (69%), data repositories (68%), mobile
storage devices (68%), and mobile communication
devices (61%) also seem to be underrepresented.

In many instances, some of these information assets
(e.g., paper documents, data repositories) have not
traditionally been included within the CISO’s mandate.
However, as more organizations continue to expand
their information security functions to include IT Risk
Management, and as the respective leaders continue to
adopt titles such as Information Security Officers, the
question remains — are all information assets being
appropriately managed?

Convergence between logical and

physical security

As they did in 2007 (66%), a large number of
respondents in 2008 (44%) indicate that there are no
plans for their organizations to converge logical and
physical security. However, convergence may typically
be viewed by respondents as an “all or nothing”
situation when, in fact, like any shift in thinking, small
steps are required to move toward embracing the idea.
These small steps were implied in the responses in 2008
and include information sharing through means such as
risk councils (19%), common executives for separate
functions (17%), and structural convergence for better
coordination (119%), all evidence that convergence is
gaining some traction. Geographically, respondents in
EMEA, APAC, and Japan indicate the least resistance to
convergence while those in North America and LACRO
indicate the greatest. A greater number of respondents
in 2008 state their intention to converge within

24 months. The reality is that while structural convergence
of logical and physical security represents a radical
change to the traditional structure of an organization,
the survey indicates that there is a shift in thinking
around the idea of convergence.

Information assets the CISO is responsible for (%)

Networks

Servers

Desktops

Laptops

Applications
Digital perimeter of
the organization

Data repositories

Mobile storage
devices

Mobile communication
devices

Paper documents

Covergence between logical and physical security (%)

Yes — through structural (physical and
information security) convergence

Yes — physical and information security
remain as seprate functions yet

report into one common executive

Yes — through the formation of

risk councils

Intend to within 12 months

Intend to within 24 months

No
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Number of information security professionals

FTEs* inside security function

0 4%
1to 50 85%
51 to 100 6%
101 to 150 2%

FTEs outside security function

0 33%
1to 50 50%
51 to 100 2%
101 to 150 1%
Over 400 4%

Outsourced/consultants FTEs

0 35%
11to 50 52%
51 to 100 2%

*FTE - full-time employee

Capability of security personnel (%)

Organization has all the
required competencies
to respond effectively
and efficiently

Organization is missing
competencies but is
adequately closing

the gap

Organization has large
gaps in competencies

Staff supplementation or
outsourcing is being used

@ 2008 H 2007
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Full-time employees

The majority of respondents indicate that their security
organizations have 1 to 50 FTEs (including all
categories: internal, external, and outsourced/
consultants). Thirty five percent of respondents indicate
that their organizations do not have outsourced
information security FTEs at all. In 2008, there is a slight
increase in the number of respondents who indicate
that their organizations “added resources” (45% in
2007 versus 48% in 2008). It is likely that this upward
trend has been interrupted by the current economic
crisis, which, at the time these questions were posed

to respondents, had not reached its peak and continues
to unfold.

Capability of security personnel

In response to the statement, “the organization has all
the required competencies to respond effectively and
efficiently to existing and foreseeable security
requirements” the number of respondents who agree
(34%) is relatively low. Although it is up from 2007
(30%), the difference is perhaps too small to conclude
an upward trend. There is a similar gain over 2007
when respondents rate the statement, “the
organization is missing competencies but is adequately
closing the gap” (36% in 2008 compared to 31% in
2007). The good news here is that, despite the
increasing sophistication of security threats, the
competencies required to respond effectively (or to
adequately close the gap) are increasing.



Defined information security strategy

Respondents indicate that the presence of a defined
information security strategy has not changed
appreciably from last year (61% in 2008; 63% in 2007).
There is also very little change in those who have one in
draft form (21% in 2008; 23% in 2007) and no change
in those who intend to have one in 12 months (10%
both in 2008 and 2007).

Level of involvement in information

security strategy

In just about every area regarding the information
security strategy — providing input, approving it, and
embracing it — functional executives and business lines
have more involvement than they did in 2007.

The biggest gains over last year come in the area of
input to the security strategy (58% for business lines
and 52% for functional executives in 2008 versus

39% combined in 2007) and in the area of buy-in or
embracing it (26% and 23% in 2008 versus only

10% combined in 2007). Business lines and functional
executives are now more likely to approve information
for the security strategy (33% and 46% in 2008 versus
27% combined in 2007). Even though the presence of
the information security strategy, either formally
documented or in draft form, remains relatively
unchanged from 2007, what has changed is the level of
involvement with it on the part of functional executives
and business lines. Why did it happen? One of the
possible explanations is that functional executives and
business lines are taking an extra step to correct
increased perceived misalignment of business and
information security initiatives. Increased executive
involvement is a good thing for security function, as it is
likely to increase chances of information security
projects to get funding and ultimately succeed.

Presence of a defined information security strategy (%)

Intend to have within -
12 months -

0 10 20 30 40

[ 2008 W 2007

Level of involvement in information security strategy (%)
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Top security initiatives

It is no surprise that security regulatory compliance is
the top security initiative. Organizations still grapple
with how to handle legal, regulatory, and auditor
requirements. There is the growing understanding that
compliance and risk management processes have a
direct effect on stock price. Standard & Poor’s recently
announced that they will review the quality of
enterprise risk management (ERM) as a new component
in their reviews of credit ratings for all listed
companies.* This development means a significant
change in business leadership and performance
management.

In 2008, data protection and information leakage — not
even in the top five in 2007 — tied with the second
place priority, identity and access management. This is
understandable, given the incidents that have attracted
media attention over the last year, including the largest
hacking and identity theft case ever prosecuted by the
U.S. Department of Justice. The targeted retail group
admitted that some of their files were encrypted and
some were not; the same applied to their data
transmissions. But it would not have mattered anyway
since the decryption tool was allegedly stored in the
same location as the files, a common mistake according
to industry analysts.

The spate of high-profile vulnerabilities in the form of
high-capacity storage devices, such as USB keys or MP3
players and the growing popularity of social networking
sites, such as Facebook and MySpace, continue to make
data protection ever-more challenging. These mechanisms
introduce opportunities to steal identities and gain
access to confidential information. Since high-profile
vulnerabilities will continue to profligate, this aspect

of information security will continue to grow in
importance as an initiative.

Major barriers to information security

Not surprisingly, budget constraints and the increasing
sophistication of threats occupy the first two spots in
2008 (56% and 38%, respectively). Further, when the
majority of questions in this survey were answered,
respondents had not yet felt the full force of the current
economic woes.

Surprisingly, “increasing sophistication of threats” was
seen as less of a barrier in 2008 (38%) than in 2007
(49%). This result may well indicate that organizations
are being better prepared to deal with them,
attributable to the more widespread use of antiviruses
and other security technologies. In addition, emerging
technologies are also seen as less of a barrier in 2008
(27%) than they were in 2007 (36%). This may be due
to the fact that as respondents become more familiar
with the platforms of emerging technology, they feel
that it is less of a barrier each year.

Predictably, lack of management support, a major
lament in the early years of this survey, is far down the
list of barriers in 2008 (only 15%).

Return on information security investments
Respondents indicate that there is essentially, little,

if any, measurement of return on information security
investment. This may well be a factor of the speed at
which information security needs to move and the
agility that is required when threats warrant it.
Measuring return on security investment becomes a
relatively low priority when the first priority is to quickly
thwart hackers at their own game and by whatever
means are necessary. While 23% are working on
establishing formal metrics (down from 34% in 2007),
the overwhelming majority (62%) are split between
“do not measure” and “little, if any, measurement.”
However, the measurement of return on information
security investments is a key factor in engaging C-suite
executives for the necessary support and funding.
Given the economic conditions, it is important to be
able to justify the prioritization of initiatives.



Top five security initiatives of 2008 (%)
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Reporting on information security status A more encouraging sign would be that monthly

or security incidents (scheduled) reporting is in the second place for Board of
Respondents indicate that reporting to the Board of Directors, CEO, and in the first place for senior and
Directors, the Audit Committee, and the CEO is most executive management. Moreover, monthly reporting to
frequently on an ad hoc basis, i.e., information senior and executive management (at 30%) is higher
reporting is not scheduled and, therefore, does not than ad hoc reporting to all other areas.

likely feed into business reporting.

Frequency of reporting on information security status or security incidents

Senior and

Board of Audit Executive

Directors Committee Management

Weekly 2% 0% 2% 5%
Monthly 19% 13% 20% 30%
Quarterly 19% 19% 19% 17%
Semi-annually 7% 7% 4% 3%
Annually 1% 13% 6% 3%
Ad hoc 19% 24% 23% 24%
Never 10% 12% 9% 3%
Only when an incident occurs 9% 8% 1% 12%
Choose not to be informed 0% 0% 1% 0%
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Information security model structure

The biggest increase from 2007 in information security
structure is the rise of the federated model (where a
centralized group sets common standards and performs
central functions while the business units maintain
some control over “local” execution). The federated
model is a hybrid of centralized and decentralized,
employing the best characteristics of both. Twenty two
percent of respondents in 2008 versus 13% in 2007
stated that they followed the federated model. In an
age of increasing regulation and oversight, it is
understandable that the decentralized model is losing
ground. Predictably, the centralized model remains the
traditional structure.

Internal/external audit findings

The most prevalent internal/external audit findings in
the 2008 survey also reflect organizations’ top security
initiatives, a good sign that there is little confusion as to
what is a priority. Excessive access rights as the most
prevalent audit finding, followed by access control
compliance with procedures and segregation of duties,
all reflect organizations’ concern about identity and
access management, compliance, and data leakage
protection.

These top three findings in 2008 were also the top
three findings in 2007. Excessive access rights is cited
by 31% of respondents, compared to 45% in 2007;
access control and compliance with procedures is cited
by 30% of respondents in 2008, compared to 29% in
2007; and segregation of duties ties with access control
and compliance in 2008 (30%) compared to 35% in
2007.

Excessive access rights is likely to be an important topic
for some time. Auditors and regulators expect that
individuals will have rights only to the data/information
that are needed to perform their jobs. And when those
rights are no longer needed to perform the job, they
also expect the rights to be revoked. And “revoked”
does not just mean at some point in the future — it
means in a timely fashion. As simple as this sounds in
theory, in practice, it is not. Given changing job
responsibilities, a more mobile workforce, employee
turnover, and corporate reorganizations and mergers,
this is a tall order.

Access control compliance with procedures ties with
segregation of duties (30%) as the second most
prevalent audit finding. Access and control compliance
reflects the security concern of many organizations of
having controls in place to ensure users have access
only to what they need to properly do their jobs.
Auditors look for conflicts in segregation of duties in
which one individual has access to responsibilities that
are inherently in conflict with one another. To use a
banking example, the same person should not accept
cash, record deposits, make deposits, and reconcile the
account. It is a lack of segregation of duties that allows
some individuals to circumvent intended controls.

Information security model structure (%)
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Other
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Top internal/external audit findings over the past 12 months (%)

Excessive access rights

Segregation of duties

Access control compliance with procedures

Lack of audit trails/logging

Lack of documentation of controls

Excessive developers’ access to production
systems and data

Lack of review of audit trails

Lack of clean-up of access rules following
a transfer or termination

Use of production data in testing

DRP/BCP testing

DRP/BCP documentation/currency

Lack of documented security policies and
supporting guidelines and procedures

Servers not hardened consistent with the
standards

Lack of security awareness programs

Lack of separate testing environment

Use of weak password parameters

Lack of server hardening standards
Lack of authorization of changes prior

to implementation
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Investment in information security

Percentage of IT budget dedicated to

information security

The percentage of IT budget dedicated to information
security has not changed appreciably from 2007.

The lowest percentage of IT budget (1% to 3%)
remains the dominant category (29%). The situation is
unlikely to change in the coming years — security
technologies have moved into the mainstream, and all
participants benefit from the effects of scale, which
drive down the costs. While changes in regulations
might demand new investments, keeping the
infrastructure and technologies that are already in place
up-to-date is a less expensive task than building
everything from ground up. Increased automation will
also help to ease the burden of security costs to global
financial institutions.

The year-over-year trending for the security budget
supports these numbers. Eight percent of respondents
have had their security budgets reduced in 2008.
Twenty nine percent of respondents in 2007 reported a
security budget increase of over 159%,; in 2008 their
number dropped to 8%.

Percentage of IT budget dedicated to information security (%)

Greater than 11% .
0

Year-over-year trending in information security budgets (%)
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Less than 0% (i.e.,
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Increase of 6%-10%

Increase of 11%-15%

Increase of greater
than 15%
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Additional information security funding (%)

IT function
Project sponsors
Lines of business

Risk function

Compliance/regulatory
function

Information security
budget is the only source

Human resources function
Legal function
Finance function

Marketing function

Do not have an
information security budget
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By far, the biggest source of additional
funding over and above the IT budget
comes from the I'T function (49%).




Expenditures on information security
Respondents in 2008 indicate a decrease in “On plan”
and an increase in “Falling behind,” a clear trend that
projects are underfunded. This finding supports the
reasons cited for “causes of project failure” (lack of
resources) and “major barriers to information security”

(budget constraints).

What is covered under information

security budget

The most striking observation about what is covered

under the information security budget is that key

initiatives in 2007 — business continuity management
and disaster recovery — have not only dropped out of
the top five in 2008 but they are well down the list.
They are low on the list of funding priorities as well.
The top areas — consultants, access control products,
and infrastructure protection devices — are all consistent
with the top stated security initiatives for 2007.

Information security budget segmentation (%)

Security consultants

Logical access control products

Infrastructure protection devices/
products

Awareness/communication costs

Desktop and gateway antivirus, etc.

Hardware and infrastructure
Personnel and organizational costs
Compliance and risk management
Incident response

Disaster recovery planning

Security research and development
Business continuity management
Studies/research costs

Audit or certification costs
Physical access control

Insurance costs
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Major causes of failure of information security projects (%)

Lack of resources

Shifting priorities
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owners’ support
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Ineffective

Causes of information security project failure
“Lack of resources” is cited as the number one cause of
information security project failure. This is consistent
with an earlier observation that budget restraints are
the biggest barrier to information security. Despite the
stated lack of resources — human nature being what it
is, this will likely be an ongoing lament — there is some
very good news here. “Shifting priorities” has fallen
rather dramatically from the previous year (48% in 2007
10 27% in 2008) indicating that organizations are
identifying, communicating, and agreeing upon
priorities.

As to whether the information security function is
meeting the needs of the organization, the “somewhat
effective” category and the “very effective” category
have both lost ground over the year. This is likely a
reflection of the fact that as threats increase in
sophistication (more sophisticated in 2008 than ever
before), organizations struggle to keep up with them.



Alignment of business and security initiatives
Responses to this category, possibly more than any
other, reflect the stature of information security within
the organization, i.e., when business and security
initiatives are aligned, IT security will be recognized for
its true value and will have come full circle. It is
somewhat discouraging that there is a slight drop from
last year in the assessment that business and security
initiatives are “appropriately aligned” (32% in 2008;
38% in 2007) and “not at all aligned” (5% in 2008;
6% in 2007). The good news is that the perception that
business and security objectives are “somewhat
aligned” appears to be growing (58% in 2008; 56%

in 2007).

Alignment of business and information security initiatives (%)

60

50

40

30

20

10

Appropriately aligned Somewhat aligned Not aligned

@ 2008 | 2007

When business and security initiatives are aligned, I'T
security will be recognized for its true value and will

have come full circle.

Protecting what matters The 6th Annual Global Security Survey 27



Risk
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Risk tolerance

When asked about their organization’s risk tolerance,
respondents indicate that their tolerance for risk may be
growing. For example, in 2007, 41% of respondents
indicated that they were content “to take the same risk
as the rest of the industry”; in 2008, that number has
fallen to 27% and the statement “...take more risk
compared to the industry and have a lower cost” has
grown by 5%. However, a large percentage (18% in
2008 and 19% in 2007) indicate that they “do not
compare” and 10% have “no empirical data available”:

« To take more risk compared to the industry and have
a lower cost = 11% (6% in 2007).

» To take the same risk as the rest of the industry —
27% (41% in 2007).

« To take lesser risk compared to the industry, even at
a higher cost — 24% (20% in 2007).

+ We do not compare — 18% (19% in 2007).

+ No empirical data available = 10% (14% in 2007).

Application security and privacy as part of the
software development lifecycle

Approximately the same number of respondents as in
2007 and the greatest percentage (46%) indicate that
application security and privacy as part of the software
development lifecycle varies from project to project
indicating, therefore, that it is not standard procedure
for all software development. While it might be
reasonable for mature financial institutions to conduct
their own risk-benefit analysis and determine the level
of due diligence required for each particular software
development project, an alarming 14% of respondents
indicate that incorporating security and privacy as part
of the software development life cycle is an
afterthought for them:

« Incorporated in software development lifecycle —31%
(37% in 2007).

« Varies from project to project — 46% (49% in 2007).

+ In most cases it is an afterthought — 14% (14% in
2007).



Only 35% characterize their application development
directives (policies, standards, and procedures) as “well
defined and practical”, with 24% indicating that they
are “under development”:

+ Well defined and practical — 35%.

+ Well defined but impractical — 9%.

+ Not well defined but practical — 17%.

+ Not well defined — 10%.

+ Under development — 24%.

Threats envisioned over the next 12 months (%)
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(information leakage)

Inadequate patch
management/change
management

Theft or leakage
of intellectual

property

Phishing/pharming

Inappropriate use

. Employee misconduct
of sensitive data

Internal financial
fraud involving
information systems

Social engineering

Poor software

development quality Spyware

Email attacks

(i.e., spam) Weak passwords

Trupn

<}
N
o
N
o
e}
=}

o

Malicious external threats

Respondents were asked to rate their level of concern
about malicious external threats on a scale of one to
five (with five indicating the greatest concern). Loss of
customer data/privacy issues (with 48% of respondents
indicating the highest level of concern: 4 to 5) and
phishing and pharming (46%) remain the most-
mentioned malicious threats for the future. The phishing
and pharming techniques of today look nothing like the
phishing and pharming techniques of the early days —
remember the amateurish email full of grammar and
spelling mistakes telling you to click on a link to update
your financial information? Times have changed
spectacularly. One well known technique sends a
Facebook message from one friend to another with a
link to a YouTube video clip. The recipient clicks on the
link then sees a prompt to download an updated
version of the Flash player to run the clip. When the
person clicks on the update, it installs malware on the
computer.
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Viruses/worms
outbreaks
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Cyber-terrorism
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remote access

Website defacement
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Service attacks
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Root causes of information systems failures (%)
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Root causes of information systems failure

Again in 2008, as in previous years, an organization’s
people (employees, customers, third parties, suppliers,
etc.) are its greatest asset and its weakest link. Human
error is overwhelmingly stated as the greatest weakness
this year (86%), followed by technology (a distant
63%). Human error has risen from 79% in 2007, an
understandable finding, given the increasing adoption
of new technologies and social networking spaces that
all increase the risk of errors and omissions. As human
error risk rises, technology risk appears to recede —
technology risk fell 10% from 2007. This could be due
to the fact that technology is constantly improving to
meet security demands and is therefore considered

less of a threat or it could be that people have always
been the concern, a fact that is becoming more
acknowledged. Where only 6% separated human error
from technology risk in 2007, in 2008 the gap is 23%.
Unless robots replace the human work force (unlikely in
the lifetime of anyone reading this report) then human
error is an issue that companies will continue to deal
with.

External breach experience

Viruses and worms, email attacks, and
phishing/pharming are cited by respondents as the
primary cause of repeated occurrences of external
breaches. Last year, respondents cited the same three as
the top causes of repeated external breaches. Repeated
occurrences of these three types of breaches have fallen
dramatically from last year: viruses/worms: 15% in
2008, 43% in 2007; email attacks: 24% in 2008, 57%
in 2007; phishing/pharming: 7% in 2008, 38% in 2007.

Interestingly, in the case of viruses and worms, there is
not a big difference in 2008 between those who had
one occurrence (11%) and those who had repeated
occurrences (15%) indicating that, after the first
occurrence, many companies were able to deal with the
issue to prevent repeated occurrences. However, email
attacks are not as easy to deal with because they come
in so many different forms and shutting down email is
not an option (10% of respondents indicate that they
have had at least one occurrence, with 24% indicating
that they have had repeated occurrences).



The same is true for phishing and pharming, which also
takes many forms, often appearing on internet sites as
well as in e-mail (22% of respondents indicate repeated
occurrences).

In addition, new threats are increasingly leading to
vulnerabilities exploiting in new Web developments,
such as social networking sites. Organizations need to
continue to figure out ways to thwart these threats if
the Internet is to be a trusted communications medium.

External breach experience

One occurrence (%) Repeated occurrences (%)

Viruses/worms outbreaks 1% 15%
Email attacks (i.e., spam) 10% 24%
Spyware 7% 1%
Zombie networks 4% 3%
Denial of service 6% 2%
Website defacement 5% 1%
Malicious remote access 2% 2%
Online extortion 2% 1%
Wireless network breach 3% 1%
Phishing/pharming 7% 22%
Social engineering 5% 7%
Employee misconduct 11% 11%
Theft of intellectual property 6% 1%
External financial fraud involving information systems 4% 10%
Exposure of sensitive data through web attack 4% 2%
Physical threats 7% 6%
Accidental instances 8% 5%
Other forms of external breach 4% 2%
No, have not been breached through an external attack 20% 7%
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Internal breach experience

Internal breach experience

Viruses and worms, loss of customer data and
accidental instances are cited by respondents as the
greatest causes of both one-time and repeated
occurrences of internal breaches. The media speculated
that a recent worm attack, acknowledged by the U.S.
Department of Defense (DoD), may have been linked to
thumb drives after the DoD subsequently banned them.
Devices that allow information to be copied and moved
freely are a constant source of worry for organizations.

Loss of customer data is a primary internal breach
concern in the aftermath of the the largest retail breach
incident, with almost the same percentage of
respondents in 2008 as in 2007 citing both one-time
and repeated occurrences. Accidental instances are
cited as a main concern — these may include an error
on the job because of a lack of documented procedure
which causes the information to be compromised.

One occurrence (%) Repeated occurrences (%)

Viruses/worms outbreaks 11% 9%
Wireless network breach 3% 1%
Loss of customer data/privacy issues (information leakage) 8% 9%
Internal financial fraud involving information systems 6% 6%
Theft of intellectual property 4% 1%
Accidental instances 9% 10%
Other forms of internal breach 5% 3%
No, have not been breached through an internal attack 30% 8%

Viruses and worms, loss of customer data and accidental
instances are cited by respondents as the greatest causes
of both one-time and repeated occurrences of internal

breaches.
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Protection from cyber attacks

Consistent with previous years, respondents’ perception
of how well they are protected from cyber attacks
shows that the majority (66%) are either very confident
or extremely confident of their ability to prevent and/or
block external attacks.

Internal cyber attacks, however, present a much more
challenging issue — only 36% say they are extremely
confident or very confident, while the majority of
respondents (49%) allow themselves some doubt,
saying they are somewhat confident in their ability to
protect themselves from internal threats.

Perhaps reflecting the expanding security issues to deal
with — the increasing sophistication of threats, the ever-
expanding array of tools for the workforce and the
increasing popularity of social networking sites —
respondents indicate that less of them feel “very
confident” in 2008 — for external attacks, 60% in 2007
has dropped to 51% in 2008 and for internal attacks,
43% in 2007 has dropped to 31% in 2008.

Protection from cyber attacks — External (%)
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Very confident

Somewhat
confident

Not very
confident

[ 2008 W 2007

Protection from cyber attacks — Internal (%)
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Not very
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Use of security technology

Security technology

The majority of organizations have recognized the risk
inherent in wireless LANS, social networking
technologies, and instant messaging technologies and
have restricted their use (55%, 53%, and 58%,
respectively). However, most organizations do not
prohibit the use of storage devices and mobile devices
because such a practice may well interfere with
productivity.

Organizations’ handling of technologies

Prohibit the

Offer employee
guidelines on

For these two technologies (storage devices and mobile
devices), respondents indicate that their organizations
offer employee guidelines (31% and 38%, respectively),
publish policies on acceptable use (39% and 42%,
respectively) and implement and encourage the use of
secure technologies (23% and 30%, respectively).

An example of this latter category would be encrypted
USB storage keys issued by the organization that require
a password to access the information on them.

Implement and
encourage use
of secured

Publish policies
on acceptable

use of secure use business use technologies
Wireless LAN capability 55% 13% 19% 18%
Storage devices (e.g., USB drives, portable media players, etc.) 27% 31% 39% 23%
Mobile devices (i.e., PDAs, Blackberries) 10% 38% 42% 30%
Social networking technologies (e.g., Facebook, blogs) 53% 17% 11% 4%
Instant messaging technologies 58% 13% 12% 14%
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Predictably, an overwhelming majority of respondents
indicate that their organizations employ antivirus (96%),
firewalls (94%), spam-filtering solutions (87%), and
virtual private networks (85%). Radio frequency
identification (RFID) is the least frequently deployed
technology (6%), according to the survey respondents.
RFID is a chip technology that can be implanted in
almost anything where the data is transmitted to a
reader via radio waves. The technology that most
organizations are piloting (13%) is security log and
event management systems; it is also the technology
most likely to be deployed within the next 12 months
(27%). This technology helps organizations to convert
security data into management reports to meet the
demands of regulatory compliance. This finding is
consistent with the issue that most organizations
indicate to be their top initiative, security regulatory
compliance.

Security technologies deployed, piloted, and planned (%)

Antivirus

Firewalls

Spam filtering solutions

Virtual private network (VPN) |=
Web content filtering/monitoring
Intrusion detection systems (IDS)
Anti spyware software
Directories

Encryption
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Vulnerability management systems
Server-based access control list
Web access management systems
Anti phishing solutions

Log management software
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Passive network assessment tools
Public Key Infrastructure (PKI)
Web services security

Fraud detection/prevention

Wireless security solutions

Incident management workflow
tools

Data at rest security/encryption

Information Leak and Insider
Threat Detection t00ls |s————

Application-level firewall
Security compliance tools
User provisioning systems

Forensics tools

Active threat management systems

Network node access management
systems (end-point validation)

Enterprise Single Sign On

Instant messaging security
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Biometrics

Federated access

Radio frequency identification
tags (RFID)
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Frequency of security reviews

Security testing

In the five types of testing, from vulnerability scanning
to application security code review, over the five
frequencies of testing intervals, from monthly to never,
the numbers are relatively consistent with one
exception: the ad hoc application of security code
review has dropped from 61% in 2007 to 41% in 2008.
At the same time, there is a relatively high number of
respondents who state that they never undertake
application security code reviews (29%), internal
penetration testing (14%), external penetration testing
(10%), penetration testing by a third-party (10%) and
vulnerability scanning (6%).

Quarterly Semi-annually Annually Ad hoc Never
Vulnerability scanning 43% 9% 13% 27% 6%
Internal penetration testing 16% 12% 23% 33% 14%
External penetration testing 19% 13% 33% 24% 10%
Penetration testing conducted by third-party 13% 14% 34% 26% 10%
Application security code review 6% 5% 8% 41% 29%
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There is a high number
of respondents who
indicate that they do not
conduct regular security
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Quality of operations

While a large number of respondents (38%) indicate an
equal concern for the misconduct of both internal and
external people, it is clear that internal people alone are
the biggest worry — 36% versus only 13% for external
people. Organizations clearly recognize that internal
people, the machine that makes the business run, are a
concern.
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Internal and external misconduct related to Level of concern regarding internal/external people’s misconduct involving IS (%)
information security systems
While a large number of respondents (38%) indicate an
| for th . duct of both int | and Greater level of

equal concern for the misconduct of both internal an concern regarding
external people, it is clear that internal people alone are internal
the biggest worry — 36% versus only 13% for external
people. Organizations clearly recognize that internal

eople, the machine that makes the business run, are a Greater level of
people, ' concern regarding
concern. external

Respondents indicate that a full 71% of companies

have provided training on identification and reporting Equal level
of suspicious activities to their employees and 56% of of concern
companies combined chose to provide an awareness
session on information security and privacy issues to all
or at least a segment of their online customers.
However, when respondents were asked to name their
top security initiatives earlier in this report, security
training and awareness ranked 7th on a list of 15, with 0 5 10 15 20 25 30 35 40
only 36% listing it as a priority in 2008, compared to

48% in 2007.

No concern

Offered online customers an awareness session on information security and privacy issues
in the past 12 months (%)

Train employees on identification and reporting
of suspicious activities
Yes

2%

Yes — but only a
segment of
online customers

No

No - but plan to
within the next
twelve months

N/A = no online
customers

@ Do not know H No
M Prefernottosay I Yes
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Customized training by job role role and function offered

Customized job training is sporadic, with the highest
focus of both regular and ad hoc training on systems
administrators. Predictably, contractors, who become
even more of a risk during hard economic times when
companies increasingly outsource rather than hire, had
the lowest percentage of both regular and ad hoc
training.

N/A - No training

Yes - regularly Yes - ad hoc No offered
Executives 21% 28% 34% 6%
People handling sensitive information 29% 32% 26% 5%
IT application developers and programmers 28% 34% 25% 6%
Systems administrators 30% 38% 22% 5%
IT infrastructure 29% 35% 23% 5%
Contractors 15% 21% 37% 13%

State of business continuity planning (%)

Plans are required and guidelines _
for implementation are distributed

throughout the organization _

Plans are subject to regular _

independent review _
| |

Plans are in place for a limited -

number of departments but
are not a requirement -

Plans are not established .

0 10 20 30 40

[ 2008 W 2007

40

50

Business continuity planning

It seemed that every kind of natural and man-made
disaster was perpetrated on humanity in the first
decade of 2000. War, 9/11, SARS, terrorist attacks,
tsunamis, earthquakes, etc. all wreaked havoc with
lives, property, and commerce. As terrible as it all was,
the experience they afforded organizations in terms of
business continuity planning was invaluable. It seemed
that, if an organization could get through that time
with their mission-critical applications intact, they could
get through anything. Organizations appear to have
done a good job of prioritizing and dealing with their
mission-critical applications — 44% indicate that plans
are in place to recover mission-critical processes, just
slightly down from 47% in 2007. The percentage of
respondents who indicate that “plans are required
and guidelines for implementation are distributed
throughout the organization” remains relatively
unchanged from last year as well (15% in 2008, 19%
in 2007).



In keeping with the top priorities, the key drivers of
business continuity planning are operational resiliency
and availability (good access, low risk) (unchanged from
2007 at 63%) and regulatory compliance (moving into
the majority with 60% in 2008; 50% in 2007). While
“regular testing is performed for all business continuity
components” is the statement chosen by the highest
percentage of respondents (36%), this is still a relatively
low number and remains virtually unchanged from
2007 (40%).

Key drivers behind business continuity planning (%)

Operational resiliency
and availability

Regulatory compliance

Executive/senior management'’s
accountability for risk
management

Operating management's
accountability for risk
management

Protection of public image
or reputation

Fiduciary responsinility
to stakeholders

Prior experience with
operational disruptions
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Vendor security evaluation before engagement (%)
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Third-party controls and vendor reviews
Fifty-seven percent of respondents indicate that their
organizations conduct an objective, independent review
of the security of their vendors before engagement.

However, while most respondents state that their
organizations identify the security capabilities, controls
and organizational dependencies of third parties (34%),
fewer (31%) actually identify and assess their suitability.



The most common way that organizations ensure the
adequacy of the information security of their vendors
once they are engaged is through a contract (63%) and
by restricting their vendors’ access to their systems
(52%). These are relatively benign controls but the
vendor/organization relationship is no doubt bolstered
by the understanding that vendors would be better off
by being very cautious with the access to the data that
they have been granted. However, as we know,
breaches are as much a result of inadvertent and
careless behavior as they are of malicious intent.

Outsourcing of information security activities
This year's survey indicated that penetration testing is
the single most outsourced information security activity
(59%) from the list provided. This is not surprising, as
this type of service is widely available in the market, and
required by emerging legal and regulatory requirements
and security standards such as the Payment Card
Industry Data Security Standards (PCI-DSS). Intrusion
detection and monitoring services (23%) as well as
firewall services (22%) are high in the list given that
many respondents are starting to build business cases
for such services and the maturity of these practices
make them attractive. Governance, as in previous years,
remains low on the list and only 5% of respondents
indicate that their policies prohibit any outsourcing of
information security activities.

Ensuring information security with outsourcing vendors (%)

Address information security
issues in contract

Control access vendor has
to systems and data

Perform random spot checks
of vendor sites

Engage a third-party to
perform an information
security audit of vendor

Do not perform vendor checks
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Outsourcing of information security activities (%)

Penetration testing

IDS management and
monitoring services

Firewall services (monitoring,
management, etc.)

Physical security

Data backup

Forensic and prosecution
services

Source code reviews

Security training services

Content filtering services

Antivirus services

Compliance reviews

Threat management and
monitoring services

VPN services

Incident response services

Application management
services

Asset management

Wireless security

Governance

None of the above

Have chosen not to outsource
any security functions
or activities

As a matter of policy, we do
not outsource any security
functions or activities
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Due to an expanded question set this year, responses that do not show comparisons to last year
indicate that data was not collected for that question last year.
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Privacy

Privacy executive position (%)

Yes

Yes, same person as the

CSO/CISO

No

No, but intend to have one
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Privacy officer

Nearly equal numbers of respondents indicate that they
have a dedicated privacy executive officer (44%) as
those that have yet to embrace this position (37%).
The reporting structure for the privacy officer is
relatively unchanged, compared to 2007. The Board of
Directors is still the most frequently mentioned line of
reporting. Top reporting links, listed in declining order,
are:

« Board of Directors

- CEO

* Legal

« General Counsel

- CRO

- CIO



Respondents indicate that the most common
responsibility of the privacy officer, other than keeping
management informed, is analyzing regulation (35%).
This is in keeping with the top security initiatives
(compliance with regulation as the second most
common); and this is something CISOs should also keep
an eye on as well - changing legislation and regulations
contribute to the evolution of Chief Privacy Officer role,
and CISOs need to get involved in the process as well,
because it directly impacts their function.

Responsibilities of a privacy executive (%)

Analyzing regulations

Developing privacy strategy

Enforcing policies (includes
development and
implementation)

Consulting to the organization

Conducting training
and communications
(includes development)

Responding to incidents

Monitoring and measuring
compliance (enforcement)

Performing risk assessments
(includes data inventories)

Administration
(personnel and budget)
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Privacy structure (%)
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Other
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each business unit has a security representative for specific activities to the business unit)
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Influential drivers for privacy (%)
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None of the above
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Privacy is administered using a centralized model (38%).
The federated model (at 16%) has a long way to go to
catch up.

Privacy drivers
Privacy drivers are overwhelmingly privacy regulations
(79%) and protection of reputation and brand (70%).



In keeping with the theme of the findings and mirroring ~ Areas of concern from privacy perspective (%)

those of the top security initiatives, unauthorized access

to information (71%) is overwhelmingly ahead of Unauthorized access to
) ) ) ) ; personal information

managing third-party information sharing (36%) as the

top privacy concern of the organization. Internal privacy

awareness and training was stated as the number three

Managing third-party
information sharing

Internal privacy

concern. awareness and training
Managing customer

Privacy programs and policies privacy preferences
While most organizations have policies in place Aligning operational
regarding privacy, there is not a huge difference practices with policies
between the number of organizations who have a Cross-border flow of -

) ) ) . personal information
program in place for managing privacy compliance ) o \

0 o o . Managing affiliate -
(48%) and those who do not (37%). It is interesting to sharing of information
note that a low percentage of the respondents’ privacy Web-enabled systems -
officers were responsible for analyzing privacy and services
regulation (35%) and monitoring and measuring
) None of the above -

compliance (25%).
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Presence of privacy programs and policies

Program for managing privacy compliance

Yes 48%
No 37%
Do not know 12%
Prefer not to say 2%

Written privacy, fair information practices or data collection policy

Yes 63%
No 27%
Do not know 8%
Prefer not to say 2%

Personal information destruction formal policy

Yes 61%
No 28%
Do not know 9%
Prefer not to say 2%

Formal complaints procedure for personal information management practices or policies

Yes 60%
No 23%
Do not know 14%
Prefer not to say 3%
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How DTT’s GFSI Practice

designed, implemented and
evaluated the survey

The 6th Annual Global Security Survey for financial
institutions reports on the outcome of focused
discussions between Deloitte Security & Privacy Services
professionals and Information Technology executives of
top global FSls.

Discussions with representatives of these organizations
were designed to identify, record, and present the state
of the practice of information security in the financial
services industry with a particular emphasis on
identifying levels of perceived risks, the types of risks
with which FSIs are concerned, and the resources being
used to mitigate these risks. The survey also identifies
which technologies are being implemented to improve
security and the value FSIs are gaining from their
security and privacy investments. To fulfill this objective,
senior Deloitte professionals within Deloitte’s

Security & Privacy Services Group designed a
questionnaire that probed six aspects of strategic and
operational areas of security and privacy. These six
areas, and their subareas, are described in the section
entitled Areas Covered by the survey.

Responses of participants relating to the six areas of
the questionnaire were subsequently analyzed and
consolidated and are presented herein in both
qualitative and quantitative formats.

Drafting of the questionnaire

The questionnaire comprised questions composed by
the global survey team made up of senior Deloitte
Security & Privacy Services professionals. Questions were
selected based on their potential to reflect the most
important operating dimensions of a financial
institution’s processes or systems in relation to security
and privacy. The questions were each tested against
global suitability, timeliness, and degree of value.

The purpose of the questions was to identify, record,
and present the state of information security and
privacy in the financial services industry. As this is the
sixth year for the survey, and acknowledging the
importance of trend data, various questions were
repeated to determine if, and how quickly, participants
were reacting to changes in the market environment
and how market variables cascade around the globe.
New questions were also added to reflect topics being
asked about by Deloitte member firm clients and raised
by the media.
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Each participating region assigned responsibility to
senior member firm professionals within their firms’
Security & Privacy Services practices and those people
were held accountable for obtaining answers from the
various financial institutions with which they had a

relationship.

The collection process

Once the questionnaire was finalized and agreed upon
by the survey team, questionnaires were distributed to
the participating regions electronically. Data collection
involved gathering both quantitative and qualitative
data related to the identified areas. Each participating
region assigned responsibility to senior member firm
professionals within their firms" Security & Privacy
Services practices and those people were held
accountable for obtaining answers from the various

financial institutions with which they had a relationship.

Most of the data collection process took place through
face-to-face interviews with the CISO/Chief Security
Officer or designate, and in some instances, with the
security management team. Deloitte professionals also
offered preselected financial institutions the ability to
submit answers online using an online questionnaire
managed by DeloitteDEX Advisory Services.

Results, analysis and validation

The DeloitteDEX team is responsible for analyzing and
validating the data from the survey. DeloitteDEX is a
family of proprietary products and processes for
diagnostic benchmarking applications. DeloitteDEX
Advisory Services, part of the DeloitteDEX team, use a
variety of research tools and information databases to
provide benchmarking analyses measuring financial
and/or operational performance. Clients’ performance
can be measured against that of their peer group(s).
The process identifies competitive performance gaps
and can help management to understand how to
improve the performance of business processes by
identifying and adopting leading practices on a
company, industry, national or global basis, as
appropriate.

Once the DeloitteDEX team received the data, it was
arranged by geographic origin of respondents. Some
basic measures of dispersion were calculated from the
data sets. Some answers to specific questions were not
used in calculations to keep the analysis simple and
straightforward. Not all respondents answered all
questions; in which case, their responses were excluded
from the count only for those particular questions.

Protecting what matters The 6th Annual Global Security Survey 51



Helpful references and links

Global Information Security Associations

Bank for International Settlements

www.bis.org

Banking Industry Technology Secretariat (BITS)

www.bitsinfo.org

British Standards Institution (BSi): B57799-2:2002

www.bsi-global.com

Business Software Alliance (BSA)

www.bsa.org

Carnegie Mellon University Software Engineering Institute

www.sei.cmu.edu

Defense Information Systems Agency (DISA)

www.disa.mil

European Commission: Data Protection

http://ec.europa.eu/justice_home/fsj/privacy/

Federal Trade Commission (FTC)

www.ftc.gov

Global Corporate Governance Forum (GCGF)

www.gcgf.org

Information Security Forum (ISF)

www.isfsecuritystandard.com

Information Systems Audit and Control Association

www.isaca.org

Information Systems Security Association (ISSA)

Www.issa.org

International Federation of Accountants

www.ifac.org

International Information Systems Security Certification Consortium (1SC)2

www.isc2.org

International Standards Organization (ISO): ISO 17799-2000

WWW.is0.0rg

IT Governance Institute (ITGI)

www.itgi.org

National Institute of Standards and Technology (NIST) Computer Security Resource Center

http://csrc.nist.gov

National Security Agency (NSA)

WWW.Nsa.gov

OECD Guidelines for the Security of Information Systems and Networks: Toward a
Culture of Security

www.oecd.org

PCI Data Security Standard

www.pcisecuritystandards.org

Privacy Rights Clearinghouse

www.privacyrights.org

Systems Administration, Audit and Network Security Institute (SANS)

Industry Responses to Identity Theft

Www.sans.org

Anti-Phishing Working Group (APWG)

www.antiphishing.org

Financial Services Information Sharing and Analysis Center (FSI/ISAC)

www.fsisac.com

Identity Theft Assistance Center (ITAC)

www.identitytheftassistance.org

Infragard

APAC

www.infragard.net

Institute of Chartered Accountants in Australia

www.charteredaccountants.com.au

Australia’s National Computer Emergency Response Team (AusCERT)

www.auscert.org.au

China Education and Research Network Computer Emergency Response Team (CCERT)

http://www.ccert.edu.cn/index_en.php

Japan Information Security Audit Association

www.jasa.jp

Japan Computer Emergency Response Team Coordination Center (JPCERT)

http://www.jpcert.or.jp/english/




Austrian Working Group for Corporate Governance www.corporate-governance.at
Belgian Directors Institute (BDI) www.ivb-ida.com

European Corporate Governance Institute (ECGI) www.ecgi.de/codes

Institute of Chartered Accountants in England and Wales www.icaew.co.uk

French Business Confederation (MEDEF) www.medef.fr

CERT-Bund (Germany) www.bsi.bund.de/certbund
German Accounting Standards Committee http://www.standardsetter.de/drsc/news/news_eng.php
Cybercrime information from Spain www.delitosinformaticos.com
Peruvian government cyber-crime unit www.policiainformatica.gob.pe
Habeas Data Forum www.habeasdata.org

Privacy Protection National Division in Argentina http://www.jus.gov.ar/dnpdpnew/

North America

North American Electric Reliability Corporation (NERC) Www.nerc.com

American Institute of Certified Public Accountants (AICPA): SysTrust/WebTrust www.aicpa.org/trustservices
Department of Homeland Security (DHS) www.dhs.gov

Public Company Accounting Oversight Board (PCAOB) www.pcaobus.org

Canada — Personal Information Protection and Electronic Documents Act (PIPEDA) http://laws.justice.gc.ca/en/P-8.6
Canada’s Computer Emergency Response Team (canCERT) www.cancert.ca

Canadian Institute of Chartered Accountants (CICA) www.cica.ca
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