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This update follows our March 2021 State of Cyber-Risk Disclosures of Public Companies. Recent cyber-
related comments and enforcement actions by the U.S. Securities and Exchange Commission (the “SEC” 
or the “Commission”) made clear that the SEC has escalated its scrutiny of the cybersecurity disclosures 
of public companies, SEC registrants, and financial sector service providers.  

In the last few weeks, the SEC has promulgated two sets of proposed rules that, if adopted as presently 
drafted, would impose a number of new requirements related to cybersecurity. First, on February 9, 2022, 
the SEC released proposed rules that would amend the Investment Advisors Act of 1940 and the 
Investment Company Act of 1940. These proposed new rules place a heavy emphasis on robust, 
transparent disclosures to the SEC and public by registered investment advisers (“Advisers”) and 
investment companies (“Funds”) (together, the “Proposed Rules for Advisors and Funds,” or “PRAF”). In 
addition, they set new standards for cybersecurity, incident response and preparedness that not only 
ensure that corporate decision makers have the information they need to draft these disclosures, but also 
to improve the overall security of these Advisers and Funds.  

Second, on March 9, 2022, the SEC released a set of proposed rules that include heightened incident 
disclosure requirements, periodic disclosures related to companies’ cybersecurity risk management 
policies and procedures, and cybersecurity oversight functions (together, the “Proposed Rules for Public 
Companies” or “PRPC”). Notably, these proposed rules would apply to all public companies, and many of 
the disclosure requirements that are contemplated would be satisfied through amendments to public 
filings, such as Form 8-K, 10-K, and 10-Q. 

The SEC’s PRAF and PRPC (collectively, the “Proposed Rules”) are not unexpected—in September of 2021, 
SEC Chair Gary Gensler noted in testimony before a Senate subcommittee that proposed rules on 
disclosure obligations related to cybersecurity were being developed.1 Chair Gensler explained that the 
Proposed Rules are intended to foster “robust public discussion as to what information matters most to 
investors” and ultimately to provide “clear rules of the road.”2 

More recently, on January 24, 2022, Chair Gensler delivered a keynote address at the Northwestern 
Pritzker School of Law Annual Securities Regulation Institute. There, Chair Gensler emphasized the 
importance of incident reporting regulations for regulated entities in order to “give clients and investors 
better information with which to make decisions, create incentives to improve cyber hygiene, and provide 
the Commission with more insight into intermediaries’ cyber risks.”3 Chair Gensler also shared that he had 
asked SEC staff to recommend “whether and how to update companies’ disclosures to investors” about 
cyber events as part of a broader goal to standardize disclosures and ensure that they are “presented in a  
consistent, comparable, and decision-useful manner.”4 The theme of these and other SEC comments and 

 

1 Testimony of Gary Gensler before the United States Senate Committee on Banking, Housing, and Urban Affairs, p. 7 
(Sept. 14, 2021), available here. 
2 Id. 
3 U.S. Securities and Exchange Commission Chair Gary Gensler, “Cybersecurity and Security Laws,” Northwestern 
Pritzker School of Law Annual Securities Regulation Institute (January 24, 2022), available here.   
4 Id.  

https://www.banking.senate.gov/imo/media/doc/Gensler%20Testimony%209-14-21.pdf
https://www.sec.gov/news/speech/gensler-cybersecurity-and-securities-laws-20220124
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enforcement actions is the same today as it was this time last year: the SEC places a high priority on (1) 
cyber incident reporting; (2) ensuring that investors can rely on and complete and transparent cyber risk 
disclosures; and (3) cybersecurity preparedness and risk management safeguards. We address each of 
these below.  

I. EXECUTIVE SUMMARY 
Through recent enforcement actions, responses to large-scale cybersecurity incidents, and its rulemaking 
activities, the SEC has demonstrated a particular emphasis on the sufficiency of cyber disclosures made 
both to the SEC and to the public more generally. In this update, we discuss several key takeaways that 
reflect the SEC’s actions over the past year, summarized below: 

• The SEC’s Proposed Rules Reinforce its Commitment to Cybersecurity. In the last several weeks, 
the SEC has released two sets of proposed rules that, if adopted as presently drafted, would 
impose a number of new cybersecurity requirements on public companies, Funds, and Advisors. 
Although the Proposed Rules differ to some extent depending on the regulated entity, the 
Proposed Rules generally focus on incident reporting both to the SEC and to the public, 
disclosures of cybersecurity risks, and the presence and effectiveness of written policies and 
procedures that are intended to mitigate cybersecurity threats. The Proposed Rules are currently 
open for public comment. 

• The SEC Continues to Scrutinize Cybersecurity Disclosures in its Enforcement Actions. The SEC 
has continued to bring enforcement actions against companies for failing to make required 
disclosures pertaining to cybersecurity events, or for making inadequate disclosures. In general, 
these enforcement actions demonstrate the importance of well-developed mechanisms to 
identify, evaluate, escalate, and appropriately disclose cybersecurity incidents. There has also been 
legislative activity in recent months aimed at bolstering these types of disclosures, such as the 
Cybersecurity Disclosure Act of 2021, and the Cyber Incident Reporting for Critical Infrastructure 
Act of 2022, both of which are presently pending in the Senate. 

• The SEC Has Taken a Proactive Role in Large-Scale Cybersecurity Events. The SEC has recently 
taken a proactive role in responding to cybersecurity events, such as the SolarWinds software 
compromise. The SEC’s response, which included targeted letters mailed to public companies 
requesting that they self-report whether they had been affected by the incident, along with an 
accompanying representation of potential amnesty for companies that responded, but that had 
not previously disclosed any impact, is a new development in the context of the SEC’s 
cybersecurity role. 

• Third Party Risks Remain a Priority. The SEC has stated that third party risks remain a priority, 
and that it is considering new measures that would require companies to identify service provider 
that could pose cybersecurity risks, along with measures to hold companies accountable for 
overseeing the cybersecurity measures of third parties. The SEC’s concern about third party risk is 
shared with other regulators and administrative agencies as well, at both a state and federal level, 
including the New York Department of Financial Services, the Office of the Comptroller of the 
Currency, and the National Institute of Standards and Technology. 

Overall, the SEC’s actions and proposed rules over the last year emphasize the need for companies to 
develop and implement policies to ensure that cybersecurity incidents are appropriately escalated and, 
where necessary, disclosed to the SEC and to the public. In addition, the Proposed Rules, if enacted as 
currently drafted, would set a number of new cybersecurity requirements and standards that would 
strengthen the ability of public companies, Funds, and Advisors to combat cybersecurity threats and 
implement risk mitigation processes. 
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II. PROPOSED NEW RULES REINFORCE THE COMMISSION’S  
COMMITMENT TO CYBERSECURITY 

Proposed Rules for Advisors and Funds (“PRAF”) 

On February 9, 2022, the SEC issued its Proposed Rules for Advisors and Funds, which, if adopted as 
presently drafted, would require (a) reporting of “significant” cybersecurity incidents to the SEC; (b) 
enhanced cyber disclosures to prospective and current clients; (c) policies and procedures reasonably 
designed to address attendant cyber risk; and (d) written records of the foregoing.5 These requirements 
generally improve the SEC’s ability to oversee cybersecurity practices implemented by Advisers and 
Funds, which, in turn, supports its ability to ensure that public disclosures regarding cybersecurity are 
materially accurate. If adopted, these rules would incorporate existing SEC staff guidance on cybersecurity 
policies and procedures and create certain new reporting, recordkeeping, and oversight requirements, as 
detailed below: 

• Incident reporting to the SEC. New rule 204-6 requires Advisers to report significant 
cybersecurity incidents to the SEC within 48 hours. New rule 204-6 would become effective under 
the Advisers Act, and is designed to “enhance the Commission’s ability to assess systemic risks” of 
a given cybersecurity incident (such as risks to the integrity of the American financial system). 
Incident reporting would occur on a new confidential Form ADV-C, which would require Advisers 
to identify the nature and scope of the incident and any accompanying notifications.6 The PRAF 
also propose amendments to Form N-3, which would require Funds to describe any significant 
cybersecurity incident that has occurred in the last two fiscal years. 

• Cyber risk and incident disclosure to clients. The PRAF would require advisers and funds to 
disclose to their clients and prospective clients, and investors and prospective investors, 
respectively, cybersecurity risks and incidents.7 

• Written policies and procedures. Proposed new rule 206(4)-9 under the Advisers Act and 
proposed new rule 38a-2 under the Investment Company Act would together require Advisers 
and Funds to implement written cybersecurity policies and procedures to minimize operational 
risks, such as unauthorized access to or misuse of adviser or fund information, including personal 
information.8  

• Recordkeeping. The PRAF would set forth new recordkeeping requirements for Advisers and 
Funds to bolster the SEC’s inspection and enforcement capabilities. Among other records, these 
include copies and documented annual reviews of cybersecurity policies and procedures in effect 
over the prior five years, cybersecurity risk assessments, and documented responses to and 
recovery from any cybersecurity incident.9 

  

 

5 See U.S. Securities and Exchange Commission, Cybersecurity Risk Management for Investment Advisers,  
Registered Investment Companies, and Business Development Companies, Release Nos. 33-11028; IA-5956; IC-34497 
(proposed Feb. 9, 2022) (to be codified at 17 C.F.R. Parts 230, 232, 239, 270, 274–75, 279), available here. 

6 Id. at 55-58. 

7 Id. at 61-66.  

8 Id. at 211-212, 232-33. 

9 See, e.g., U.S. Securities and Exchange Commission, supra note 5, at 229-230. 

https://www.napa-net.org/sites/napa-net.org/files/SEC%20cyber%20rule.pdf
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• Board Oversight. The PRAF additionally would require a significant degree of oversight from 
boards of directors for Funds. Specifically, proposed rule 38a-2 would require a fund’s board of 
directors to approve the Fund’s cybersecurity policies and procedures, and to review the annual 
report of the fund’s cybersecurity policies and procedures that would be required under proposed 
rule 38a-2(c).10 In its discussion of the this proposed rule, the SEC made clear that “Board oversight 
should not be a passive activity,” and explained that these oversight requirements are intended to 
be commensurate with a board’s duty to oversee the other aspects of a Fund’s operations.11 

Entities such as market-makers and broker-dealers, which are not covered under the PRAF, may also be 
subject to additional SEC rules in the near future. For example, Chairman Gensler recently indicated that 
the SEC may apply Regulation Systems Compliance and Integrity (“Reg. SCI”)12 to “the largest market-
makers and broker-dealers.”13 Reg. SCI, which was adopted in 2014, presently applies to “SCI entities,” 
which include stock and options exchanges, alternative trading systems, and registered clearing 
agencies.14 Reg. SCI imposes a number of requirements related to cybersecurity, including obligating SCI 
entities to “establish, maintain, and enforce written policies and procedures reasonably designed to 
ensure that its SCI systems and, for purposes of security standards, indirect SCI systems, have levels of 
capacity, integrity, resiliency, availability, and security, adequate to maintain the SCI entity’s operational 
capability and promote the maintenance of fair and orderly markets.”15 During Chair Gensler’s remarks at 
the Northwestern University Pritzker School of Law annual Securities Regulation Institute conference, he 
noted that the SEC is considering “broadening and deepening” Reg. SCI, which may result in additional 
cybersecurity obligations for SCI entities.16 

The PRAF are open for public comment until at least April 11, 2022. 17 In terms of approval processes, once 
the public comment period closes, the SEC will review the comments received, and may revise the PRAF 
accordingly. The SEC will then publish a final rule, which typically become effective thirty days after 
publication in the Federal Register.  Although the PRAF are not yet finalized, SEC enforcement actions can 
and likely will continue to be brought on the basis of existing securities laws and guidance. 

Proposed Rules for Public Companies (“PRPC”) 

On March 9, 2022, the SEC issued its Proposed Rules for Public Companies.18 Similar to some of the require-
ments contemplated by PRAF, the Proposed Rules for Public Companies are intended to enhance, strengthen, 
and standardize disclosures related to cybersecurity risk, management, governance, and incident reporting.19  

 

10 U.S. Securities and Exchange Commission, supra note 5, at 41-42. 
11 Id. 
12 17 C.F.R. Parts 240, 242, and 240, available here.  
13 U.S. Securities and Exchange Commission, supra note 3. 
14 See id. 
15 79 Fed. Reg. No. 234, 72290 (December 5, 2014), available here. 
16 U.S. Securities and Exchange Commission, supra note 3.  

17 The public comment period is open for 60 days following the publication of the Proposed Rules on the SEC website, 
which occurred on February 9, 2022 or for 30 days following the publication of the Proposed Rules in the Federal Register. 
Accordingly, the public comment period is open until at least April 11, 2022, but may be further extended. U.S. Securities 
and Exchange Commission, Press Release, SEC Proposes Cybersecurity Risk Management Rules and Amendments for 
Registered Investment Advisers and Funds (February 9, 2022), available here.  

18 See U.S. Securities and Exchange Commission, Cybersecurity Risk Management, Strategy, Governance, and Incident 
Disclosure, Release Nos. 33-11038; 34-94382; IC-34529 (proposed March 9, 2022) (to be codified at 17 CFR Parts 229, 232, 
239, 240, and 249), available here. 
19 U.S. Securities and Exchange Commission, SEC Proposes Rules on Cybersecurity Risk Management, Strategy, 
Governance, and Incident Disclosure by Public Companies (March 9, 2022), available here. 

https://www.sec.gov/rules/final/2014/34-73639.pdf
https://www.govinfo.gov/content/pkg/FR-2014-12-05/pdf/2014-27767.pdf
https://www.sec.gov/news/press-release/2022-20
https://www.sec.gov/rules/proposed/2022/33-11038.pdf?utm_medium=email&utm_source=govdelivery
https://www.sec.gov/news/press-release/2022-39
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If adopted, the PRPC would augment existing disclosure obligations for public companies, including: 

• Four-day disclosure timeline for material cybersecurity incidents. The PRPC propose adding a 
new Item 1.05 to Form 8-K that would require companies to disclose any material cybersecurity 
incident within four days of its discovery. 20 Companies would be required to disclose specific 
information—to the extent known at the time—including whether the incident is ongoing, when 
it was discovered, its nature and scope, and whether any data was compromised.21 

• Aggregate materiality threshold for incident disclosure. The PRPC additionally propose a new 
requirement under Regulation S-K that would require companies to disclose circumstances in 
which prior cybersecurity incidents that were not disclosed due to their immateriality become 
material in the aggregate.22 Such incidents would need to be disclosed in the company’s next 
periodic report after the company determines that such incidents have become material.23 

• Periodic disclosures on cybersecurity policies, risk management, and oversight. Finally, the  
PRPC propose amending Regulation S-K to require companies to disclose their policies and 
procedures to identify and manage cybersecurity risks.24 The disclosure would include a description 
of the company’s risk assessment program, whether the company engages third parties in 
connection with its risk management processes, and whether the company has policies in place  
to oversee and identify cybersecurity risks associated with the use of third party service providers.25 
The PRPC would also amend Regulation S-K to require disclosures regarding board oversight of  
a company’s cybersecurity risk, and the implementation of related policies.26 This would include  
a description of whether specific management positions at the company are responsible for 
measuring cybersecurity risk, as well as the expertise of the individuals in such positions.27 

The PRPC are open for public comment until at least May 9, 2022,28 and the approval process following the 
public comment period are generally the same as those for the PRAF.  

Although neither the PRPC nor the PRAF mandate that covered entities deploy continuous monitoring 
solutions, the SEC’s discussion of the required elements of cybersecurity policies and procedures in both 
sets of Proposed Rules both support such solutions. First, the PRAF specifically note that “Advisers and 
[F]unds generally should seek to detect cybersecurity threats and vulnerabilities through ongoing 
monitoring,” which “could include scans or reviews of . . . systems used by service providers.”29 Similarly, 
The PRPC impose disclosure requirements that include specifics as to public companies’ risk assessment 
programs, whether any third parties are engaged to assess with such programs, and whether and to what 
degree management is involved in measuring cybersecurity risk.30 As these disclosures are intended to be 
in public filings, public companies have a vested interest in demonstrating an effective risk management 

 

20 See U.S. Securities and Exchange Commission, supra note 18, at 20-21. 
21 Id. 
22 Id. at 33-34. 
23 Id. at 34. 
24 Id. at 35-38. 
25 Id. at 37-38. 
26 Id. at 38-40. 
27 Id. at 40. 
28 The PRPC state that the comment period is open until the later of either May 9, 2022, or for 30 days following the 
publication of the Proposed Rules in the Federal Register. Accordingly, the public comment period is open until at least 
May 9, 2022, but may be further extended. See U.S. Securities and Exchange Commission, supra note 18, at 2. 

29 U.S. Securities and Exchange Commission, supra note 5, at 30. 

30 U.S. Securities and Exchange Commission, supra note 18, at 35-40.  
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program, which may include continuous monitoring solutions. 

Continuous monitoring solutions additionally comport with the SEC’s cybersecurity oversight and 
modernization goals, particularly with respect to risk management policies and procedures. They are, 
moreover, aligned with the prevailing attitude expressed by other regulators as well. For example, Bob 
Kolasky, the former Director of the National Risk Management Center at the Cybersecurity and 
Infrastructure Security Agency (“CISA”) recently noted that the “emergence of security ratings has 
increased the use of cyber risk quantification to calculate and measure cyber risk exposure,” and that 
these types of metrics “provide a starting point for companies’ cybersecurity capabilities and help elevate 
cyber risk to the level of board decision-making.”31 

III. CONTINUED SCRUTINY OF CYBER DISCLOSURES AND STATEMENTS 
Since we last reported on the issue, the SEC has continued to demonstrate its commitment to cybersecurity 
through enforcement actions under both the Securities Act of 1933 and the Exchange Act of 1934, including 
with regard to the sufficiency of cybersecurity disclosures. Below, we highlight several recent enforcement 
actions evidencing that the Commission will no longer reserve enforcement action only for egregious cyber-
related violations, but is also willing to bring actions for what it deems as misleading public statements 
about cybersecurity risks and events, whether formally submitted to the agency or made more broadly.   

• In May 2021, the SEC settled charges against a registered broker-dealer for failing to file suspicious 
activity reports (“SARS”) over a period of three years, despite the fact that it was aware of 
unauthorized attempts to gain access to personal information held by the broker-dealer. The SEC 
alleged that the broker-dealer had failed to file approximately 130 SARS related to these attempts, 
and, in approximately 300 SARS that it did file, had failed to include information about the access 
attempts that it knew about and was required to report. 

• In June 2021, the SEC entered an administrative order against a real estate settlement services provider 
(“SSP”) for failing to maintain sufficient disclosure controls and procedures. In the action, the SEC alleged 
that the SSP had become aware of a vulnerability in a document transfer application, but had failed to 
appropriately escalate the issue to senior executives responsible for the SSP’s statements, and had failed to 
remediate the vulnerability in accordance with the Company’s policies. According to the SEC, this failure 
led to the SSP making certain representations to the public and to the SEC that were inaccurate.  
Specifically, the SSP filed a form 8-K noting that there was “[n]o preliminary indication of largescale 
unauthorized access to customer information,” despite the fact that the SSP had been previously informed 
by a journalist that the application was “leaking more than 800 million documents from real estate 
transactions going back from 2003 to the present day.” As a result, the SEC alleged that the SSP had 
violated Exchange Act Rule 13a-15(a), which requires regulated entities to maintain appropriate disclosure 
controls and procedures. 

• In August 2021, the SEC entered an administrative order against a multinational educational 
publishing and services company for omissions and misleading statements related to a 
cyberattack that compromised a significant volume of data under its control. According to the 
order, the company had, in a risk factor disclosure, characterized a cyberattack as hypothetical, 
stating “a malicious attack on our systems[ ] could result in a major data privacy or confidentiality 
breach.” In fact, just such an attack had already occurred, and the company was aware of that fact.   

These cases demonstrate the importance of well-developed mechanisms to identify and evaluate 
cybersecurity incidents and vulnerabilities in support of potential disclosure obligations. In addition, these 

 

31 Bob Kolasky, New Threat Metrics Can Help Improve Federal Cybersecurity, FedTech (January 25, 2022), available here. 

https://fedtechmagazine.com/article/2022/01/new-threat-metrics-can-help-improve-federal-cybersecurity
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cases highlight the importance of classifying, escalating and reporting actual or suspected incidents to 
senior leaders in the company, including board members, who are responsible for public-facing 
statements and regulatory reporting obligations. Finally, these cases also make clear that the SEC has 
already been closely reviewing cybersecurity-related risk and incident disclosures even before releasing 
the PRAF, including in statements on principal risks and uncertainties, media statements, and customer 
communications. Thus, even setting the PRAF aside, it seems clear that the SEC will continue to 
investigate these kinds of statements, disclosures, and omissions. 

There has also been relevant legislative movement on this issue since we last reported on it. On March 17, 
2021, a bill titled the Cybersecurity Disclosure Act of 2021 (“CDA”) was introduced in the Senate.32 If enacted, 
the CDA would direct the SEC to impose requirements on public companies to disclose, in annual filings, 
whether any member of the company’s board of directors “has expertise or experience in cybersecurity” 
and “fully describe the nature of the expertise or experience.”33 If no member of the board has cybersecurity 
experience, the CDA would require, through SEC rules, that the company describe how cybersecurity was 
taken into account when nominees for board membership were evaluated.34 Thus, although the CDA does 
not impose any direct requirements with respect to cybersecurity disclosures specifically, it does highlight a 
legislative interest in expanding SEC regulations to promote additional transparency in whether companies 
are appropriately considering cybersecurity in board election decisions. Several co-sponsors of the CDA 
separately authored an open letter to the SEC in February of 2021, urging it to adopt “proposed rules 
regarding cybersecurity disclosures and reporting.”35 Considered in tandem with the PRAF, which 
emphasize the duty of a Fund’s board of directors to exercise proper oversight of cybersecurity activities 
and risks, and the PRPC, which require public companies to disclose the effectiveness of their cybersecurity 
oversight processes, it is evident that both the SEC and the legislature are treating the proper escalation of 
cybersecurity issues, and the effective oversight of those issues, as a priority.  

In addition to the CDA, on March 15, 2022, President Biden passed an omnibus spending bill that includes 
the Cyber Incident Reporting for Critical Infrastructure Act of 2022, (“Cyber Reporting Act”) which 
requires critical infrastructure entities to report potential cybersecurity incidents to CISA within 72 hours 
of forming a reasonable belief that such an incident has occurred, and further requires that a company 
submit updates to CISA if “new or different information becomes available.”36 The Cyber Reporting Act, 
follows recent CISA guidance that urges organizations to ensure that security leadership is involved in risk 
determinations and decision-making processes, and advocates that organizations develop documented 
thresholds for escalating potential cybersecurity incidents to senior management.37 

IV. IN 2021, THE SEC’S “MATERIALITY” THRESHOLD CAME INTO  
CLEARER FOCUS 

In its 2018 Guidance on Public Company Cybersecurity Disclosures, the SEC explained materiality as a 
factor-based determination, taking into account the “probability that an event will occur and the 
anticipated magnitude of the event in light of the totality of company activity,” and the likelihood of 
adverse effects on a company’s reputation or financial performance, or of regulatory inquiries or action. 
However, events of the past year have provided new insights into the SEC’s interpretation of materiality 

 

32 S.808, Cybersecurity Disclosure Act of 2021, 117th Cong. (introduced March 17, 2021), available here. 
33 Id. § 14C(b)(1). 
34 Id. § 14C(b)(2). 
35 Letter to Hon. Gary Gensler, Chair, Securities and Exchange Commission, from Sen. Jack Reed et al. (Feb. 8, 2022), 
available here. 
36 H.R. 2471 – Consolidated Appropriations Act, 2022, Division Y, § 2242(a), available here. 
37 Letter to the Members of National Association of Corporate Directors, from CISA Director Jen Easterly (Feb. 25, 2022), 
available here. 

https://www.congress.gov/bill/117th-congress/senate-bill/808/all-info
https://www.reed.senate.gov/imo/media/doc/cybersecurity_disclosure_letter_to_sec_chair_gensler.pdf
https://www.congress.gov/bill/117th-congress/house-bill/2471/text?s=1&r=1&overview=open#content
https://www.nacdonline.org/files/CISANote.pdf
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with respect to cybersecurity disclosures.38 

The SEC’s SolarWinds Corp. (“SolarWinds”) “amnesty program” is instructive in this context. In June 2021, 
the SEC sent letters to private and public companies that it understood may have been victims of the 
SolarWinds software compromise, which was first publicized in December 2020. The letter requested  
that recipients self-report whether, and to what extent, they had been affected by the SolarWinds 
compromise. In exchange, the SEC explained that, under certain conditions, it would not recommend 
enforcement action against any company (or its officers, directors, or employees) that provided a 
substantive response to the SEC by the July 2021 deadline, even if such company had not previously made 
a SolarWinds-related disclosure (the “Amnesty Program”). The Amnesty Program was significant in that 
the disclosure was not based on the severity of the incident or even on exploitation, but only on the mere 
presence of the SolarWinds vulnerability. 
The SEC characterized the Amnesty Program as a fact-finding inquiry to ascertain possible violations of 
security laws, and underscored that it had made no adverse conclusion regarding any recipient. The SEC 
also informed recipients that recipient companies later found to be in violation of security laws and who 
had failed to self-report could incur more significant sanctions than they otherwise may have faced. The 
SEC’s Amnesty Program is most noteworthy as a signal of how the SEC’s understanding of threshold 
materiality may be evolving in response to the changing nature of cyber risk, such as the increasing 
number of security incidents in the software supply chain. While it is unclear whether the SEC expected a 
SolarWinds disclosure by companies that used affected SolarWinds products but that observed neither 
actual nor attempted exploitation of the vulnerability, the SEC’s Amnesty Program is a signpost for a 
conservative interpretation of when disclosures are warranted, at least in the context of software 
vulnerabilities.  

V. THIRD-PARTY RISK REMAINS A PRIORITY FOR THE SEC AND OTHERS 
Third-party risks remain a key focus area for the SEC, particularly for third parties that have access to 
confidential or personal information, or are critical to operations (among others, investor reporting 
systems, fund administrators, and index providers). To this end, the SEC is considering new measures that 
would require registrants to “identify service providers that could pose [cybersecurity] risks,” and 
measures to “hold[] registrants accountable for service providers’ cybersecurity measures with respect to 
protecting against inappropriate access and investor information.”39 During Chair Gensler’s January 2022 
keynote address at the Northwestern Pritzker School of Law Annual Securities Regulation Institute, he 
emphasized that the SEC staff will investigate ways to address cybersecurity risks associated with these 
third-party service providers, including (1) requiring registrants to identify service providers that could 
pose risks or (2) holding registrants accountable for service providers’ cybersecurity measures.40 

Third-party risks are also an area of focus for other regulators and for administrative agencies as well. For 
example, Justin Herring, the Executive Deputy Superintendent for the New York Department of Financial 
Services (“NYDFS”) Cybersecurity Division, recently explained that the risks presented by third-party 
vendors and service providers are a close second to ransomware attacks as a “chief priority” for NYDFS.41  
At the federal level, the Office of the Comptroller of the Currency (“OCC”) noted during a semiannual risk 
perspective report (“OCC Report”) that “[s]upply chain risk continues to increase and evolve” in the 
financial sector, and that “third-party risk management continues to be an area of supervisory focus.”42 

 

38 U.S. Securities and Exchange Commission, “Commission Statement and Guidance on Public Company Cybersecurity 
Disclosures,” 17 C.F.R. Parts 224 and 229, February 26, 2018, at n. 34, available here. 
39 Id.  
40 U.S. Securities and Exchange Commission, supra note 3.  
41 Sachin Bansal, New York Department of Financial Services Identifies 2022 Cybersecurity Priorities and Current 
Trends, SecurityScorecard (February 15, 2022), available here. 
42 Office of the Comptroller of the Currency, Semiannual Risk Perspective, pp.18, 20 (Fall 2021), available here. 

https://www.sec.gov/rules/interp/2018/33-10459.pdf
https://securityscorecard.com/blog/new-york-department-of-financial-services
https://www.occ.treas.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-fall-2021.pdf
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The OCC Report further notes that third parties are susceptible to the same types of cybersecurity risks as 
the companies that do business with them.43 In July of 2021, OCC, the Federal Reserve, and the Federal 
Deposit Insurance Corporation (“FDIC”) promulgated proposed interagency guidelines on third-party risk 
management.44 If finalized, these guidelines would amend prior guidance on managing third-party risks 
that was originally released in 2013.45 

As a final example, in October 2021, the National Institute of Standards and Technology (“NIST”) recently 
updated its guidance related to mitigating cybersecurity supply chain risks,46 following the Biden 
Administration’s Executive Order on Improving the Nation’s Cybersecurity, which specifically noted the 
need for guidance on “maintaining accurate and up-to-date data …. on internal and third-party software 
components, tools, and services,” as well as “performing audits and enforcement of th[ose] controls on a 
recurring basis.”47 The NIST guidance explains that performing an “outside-in” analysis of vendors via 
commercially available third-party assessments and security ratings platforms constitute a “foundational 
capability” of vendor risk assessment controls.48 

The regulatory guidance on third-party risk is also intended to help mitigate fourth-party risk as well—i.e., 
risks presented by third parties that a company’s vendors work with that may have access to sensitive 
company information. Fourth-party risk is often difficult for companies to quantify: even companies that 
perform due diligence on their own vendors rarely explore what third parties those vendors use in any 
detail. The risks presented by fourth parties is real, however, as evidenced by recent cybersecurity 
incidents such as SolarWinds. By requiring companies to consider the cybersecurity risks posed by third-
party service providers, the SEC’s Proposed Rules may implicitly contemplate some level of diligence on 
these fourth parties, particularly where access to sensitive company information is involved.  

VI. RECOMMENDATIONS AND CONCLUSION 
The SEC’s Proposed Rules follow in the wake of prior SEC policies on cybersecurity risk management 
measures, reporting, and disclosures, and further underscore the agency’s cybersecurity focus. As a result, 
cybersecurity issues need to be treated as seriously as all other risk management and disclosure 
obligations for public and regulated private companies. As cybersecurity risk grows in importance, 
investors and other stakeholders would benefit from enhanced disclosure related to cybersecurity in 
order to make informed investment decisions.   

• Cyber Risk Disclosures: Policies and procedures need to be evaluated in light of the newly 
Proposed Rules, with a specific focus on the timing and substance of notices and disclosures 
related to cyber events. Disclosures and public statements need to specifically address 
cybersecurity issues after any significant breach in an accurate, complete, and timely way. 

• Cybersecurity Policies and Procedures: Companies should review and make necessary changes 
to their cybersecurity policies and procedures, in particular those that relate to the classification, 
escalation, and reporting of incidents and vulnerabilities. Cybersecurity policies and procedures 
need to be appropriate to the organization and the sensitivities of the information involved, and 
accompanied by robust controls, such as security ratings, that consider the ever-changing 

 

43 Id. p. 20. 
44 86 F.R. 38182, 38182-38204 (July 19, 2021), available here. 
45 Office of the Comptroller of the Currency, Third-Party Relationships: Risk Management Guidance, OCC Bulletin 2013-
29 (October 30, 2013), available here. 
46 NIST, S.P. 800-161, rev. 1, Cybersecurity Supply Chain Risk Management Practices of Systems and Organizations 
(October 2021), available here. 
47 The White House, “Executive Order on Improving the Nation’s Cybersecurity, May 12, 2021, available here.  
48 NIST, supra note 46. 

https://www.federalregister.gov/documents/2021/07/19/2021-15308/proposed-interagency-guidance-on-third-party-relationships-risk-management
https://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1-draft2.pdf
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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regulatory sphere and account for new rules. Companies should continue to assess their 
cybersecurity obligations and provide regular training in this area, including updating written 
guidance, and reminding employees of the importance of cybersecurity policies. Further, as the 
SEC emphasizes, additional safeguards should be implemented with respect to any third party 
that maintains or has access to confidential customer information.  

• Due Diligence: A review should be conducted of third-party vendors’ cybersecurity policies and 
procedures—including evaluating their security ratings and requesting cyber incident reports 
from at least the past three years—before engaging a vendor who will have access to confidential 
customer information.  

• Audits: Companies should conduct regular cyber security audits of service providers and require 
regular disclosure of their security ratings to ensure that proper safeguards are in place.  

• Role of the Board: Companies should be aware that legislators and regulators are becoming 
increasingly focused on the role of boards in preventing, mitigating, and, where necessary, 
disclosing cybersecurity incidents. Directors should take an active role in ensuring processes are 
in place that are designed to appropriately escalate cybersecurity issues within the company, and 
should be prepared to critically assess their organization’s cybersecurity readiness posture both 
internally and with respect to third- and fourth-party risk. Moreover, directors must understand 
the circumstances in which a public disclosure of a cybersecurity event is warranted, and ensure 
that such disclosures accurately reflect the factual underpinnings of the incident. Boards  should 
additionally take a proactive role in organizational readiness, including through discussions with 
relevant company stakeholders on potential policy or process gaps. 

• Continuous Monitoring: Companies should also consider continuous monitoring solutions that 
can provide outside-in insights into service providers and other third parties that have access to 
company information. When used in tandem with appropriate due diligence, continuous 
monitoring solutions can also help to assess fourth-party risk as well. Since the majority of 
continuous monitoring solutions operate largely autonomously, they can continue to provide a 
layer of organizational security that is not offset by onerous manpower requirements, and which 
does not result in unnecessary organizational friction. 

As the SEC’s recent enforcement actions and rulemaking activities demonstrate, the SEC continues to 
expect regulated entities and associated service providers to treat cyber risk seriously. The Proposed Rules 
reinforce the SEC’s expectations with respect to cyber risk: by imposing new cybersecurity requirements 
on Fund, Advisors, and public companies, the SEC has made clear that it intends to play an active role in 
strengthening the cybersecurity posture of companies subject to its jurisdiction. When assessed in 
tandem with the SEC’s already offensive posture on cyber risk management, evidenced by Chair Gensler’s 
recent comments, and the Commission’s cyber-related enforcement actions, it is clear that companies 
should have appropriate mechanisms in place to ensure that cyber risks are appropriately and timely 
disclosed when necessary, including by monitoring their cyber hygiene and that of their service providers; 
developing and regularly reviewing cybersecurity policies and procedures that include incident 
identification and escalation protocols; and, keeping company decision-makers actively engaged in 
cybersecurity oversight processes.  

Where a public disclosure may be required, companies should recognize that the SEC takes an aggressive 
approach with respect to the materiality of cyber incidents and the factual assertions that are made in 
disclosures. The SEC is focused on these issues, and, as evidenced by the Biden administration’s May 2021 
Executive Order on Improving the Nation’s Cybersecurity, these issues are also a federal priority more 
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broadly.49 Through that Executive Order, the SEC’s increasing cybersecurity scrutiny is supported by 
federal interagency collaboration efforts, including those of CISA, the Financial Stability Oversight Council 
(“FSOC”), and public-private partnerships.50 

 

49 The White House, “Executive Order on Improving the Nation’s Cybersecurity, May 12, 2021, available here. 

50 Id. 

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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